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Alekseeva M.A., Pokazanyeva 8.
CT"MTUCI", Moscow

Modern information technologies require constant monitoring of the state of network infrastructures, as
even minor disruptions can lead to serious consequences for businesses. Effective network monitoring
helps to quickly identify poblems, reduce downtime risks, and improve overall system perforn@anee.

of the most popular tools for implementing these task&abbixX'. "ZabbiX' is a universal platform
designed for thorough monitoring of information technology and all relatedtinfciure.

Keywords:"Zabbix', databases, monitoring, network.
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Problem:

Switch HP 2530-48g Environment. DEV

Switch Hi - Last value: 10 Mbps
This Ethemet connection has transitioned down from its known maximum speed. This might be a sign of autonegotiation issues. Ack to close.

Switch HP 2530-48g Intertace 12(): Ethemet has changed to lower speed  2d 15h Environment: DEV
than it was before [l 20m

Information Switch HP 2630489 Intertace 24(): Etheret has changed to lower speed 24 18h Environment: DEV
than it was before il

Switch HP 2530-48g Interface 22(): Ethemet has changed to lower speed Environment: DEV
than it was before [

Switch HP 2530-48g Interface 32(): Ethemet has changed to lower speed 5 Environment: DEV
than it was before [

net mikrolik 912UAG- Interface eth0(): Ethernet has changed to lower 11d 230 Environment: DEV
SHPnD speed than it was before i 15m

Swilch HP 2530-48g Interface 35(): Ethemet has changed lo lower speed 164 14h Environment: DEV
than it was before [ 40m

€2gsm01.zabbix com Zabbix agent on c2gsm01.zabbix.com is unreachable for 1y 10d
5 minutes

Oracle Database 01 (119 Oracle instance ORACLE11G_XE Is not running il 1y 5m
Expres 3

Oracle Database 02 (119 Oracle mstance ORACLE11G_02, XE is not running Ji 1y 5m
Express) 34
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sOC i fohdi &OMmsts2 S dZathiersss Q dsd jfsdes ddsdzd jsdak

ZABB|X Moniloring  Inventory  Reports  Configuration  Administration

Frotiems oview  Wob  Lalesidata  Graphe S Maps Discovery  Ser

Minamum seventy Information

Zaiotx Pravy Zaciotx Proy

P load- 0.1

P losd: 0.4 W28 N: 2.8 IN: 2.8 ¥

OUT: 17.46 Ry Powes on QU 17.

OUT: 15.98 Kdgx
Latest data

Problams

wor
177.00.1

Labbix Froey Graphs
CPU toad; 0.1 1h: 2.6 Wbge Graphs I 2,66 Kogs 2.8 Kops
OUT- 17 48 Kben MIT: 5,52 Kbps ouT 17 ” OUIT: 5.5 Kbps

Mz dcEsBadsedy fMjlsd
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mMdMmlsj BORBIJ B EZOGESHOWGY Moatsddz API d otL d@3sy datsflsw d3
fteddsj eseo ddzlsj cteOydd:

-LDAP/ Active Directory: 1l dsyjlsj dOmMlstetsdls:-
LDAP ddzd Acti ve Directory, YEts mdtusgl tsigizd Isds tsizd tis
YJ dzlstcOdzd L ts9 O dzdzts .

33



- Elasticsear ch/ Ki gZabbee: dizsig@dzgdz g sdL + ¢ My stels o
cElasticsearchH dzv @ HOdz dzgj 2 h jes OdzOdzdL © d odLEzOdzdL Oydd
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1. Zabbix Documentationi URL: https://www.zabbix.com/documeation/current/ru/manual H(OI&s@® tc ©h :j dzd W
17.12.2024).
2.Zabbix'|'L)JRL: Forums URL:https://www. zabbix.com/ forum/ (HOI
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4. Zabbix uwdmisjofd dGsdapsicfzc®. wi ki pedi a. org/ wi ki / Zabbi
5. Top 20 Best Open Source Monitoring Tools for Servers, Networks&Apps. URL:
https://cloudinfrastructureservices.co.uk/?p=3721B I8 tc O " : L AP .2024).
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| fe&zE®HBlse j dzdzr 2 ddglsj dzdzj €ls (RR), SflkdddLoydw
stej B dzj dzd .
USING ARTIFICIAL INTELLIGENCE TO OPTIMIZE

ENERGY MANAGEMENT IN SMART CITIES

Alekhin D.A.%, Nikulcheva 0.S?, Saranov I.A.1, Surova E.A% Kutsov S.\V2
LFSBEI HE "VSUIT", Voronezh’F S B E | HE AVSMU named after N. N
3FGBNU "VNIISS named after. A.L. Mazlumova", village VNIISS, Voronezh

The article discusses the possibilitieausing artificial intelligence (Al) to optimize energy management

in smart cities. The importance of innovative solutions for improving the quality of life in cities with large
populations is substantiated. The special role of Al in energy managemetttlighted. Examples of the

use of Al in intelligent load distribution systems, in optimizing the operation of smart buildings, and in
the integration of renewable energy sources are given.

Keywords:artificial intelligence (Al), control optimization, smagity, energy consumption.
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NEURAL NETWORKS USING TO DETECT ANOMALOUS TRAFFIC IN IOT NETWORKS

Antonyants E.N., Morozov N.D., Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of the development and study of a mathematical model for detecting
abnormal behavior of network traffic in the Internet of Things networks. The model was trained on the
UNSW-NB15 dataset. The finished naumetwork model was used as the basis for the software.
Comparison with software analogues showed that with approximately the same accuracy of anomaly
detection, the speed of obtaining the result is higher for the proposed model.

Keywords:anomalous trait, Internet of things, neural networks, intrusion detection.
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IMPLEMENTATION OF REST SOFTWARE ARCHITECTURAL
STYLE IN THE "DJANGO" FRAMEWORK

Bagatelia K.A, Kurcheeva G.I.
FSBEI HE "NSTU", Novosilrsk

This article describes an approach to implementing an external REST style in the Django framework. The
article provides the principles of the REST style, relevance and details of technical implementation on the
Django platform.

Keywords:REST,"Djangd', programming.
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Oterndlsji S slz® MjetsHdwhdzd?2 Hjdz REST wodzw jlsfqw sH dac
tcOL tcOB ¥ ©od dztsy pdzd?2 d MmMjtcodMmtse B EZOGtSHOtY Mmotsj
cdeStsmisd [ 3] .

[ GfS OCskzOdz dztsfyls sl wfdzw j Isfyw Is § d3, yls s R
MisOdzH O IOdladaf 85 MY sMtse ftesj CIsdteso Odzdw API , f L
LWWiClkdodzt oL OddiIsH |2 MIso 59 Ols! Hicze M Htckc 3.
dqdzlsj ctcOydd d tsB d3j dzO H Odzdz" d3q Yydtedt ddzls j todzj Is
Mo toj dzj detz®e OB B C dflzd j } REBJTdzjf sL osdzv jIs ML HOO Ols!
gdzls j W j2Mr, Clsster j dzJGQts tcOMmh dqtewlils! d § BHHJ ) C

t OmMMdsiste] ded s deppPinj iy’ : d ¢ dz¢ yj Oy digg EBRkss O |
Ttilsts OtndlsjCilslzteds 2 Misddif O~ sSE@ph ©dady 2] dia A tofy didyls
gHjw LOCdzs yojlsfmw o ftojHMlsOodzjdzedd oL O dBsSH j 2 Miso
mMeMmMlsswdzdw yYjtejL Edad¥Wdydttse Odedzr §| ddalsjteW j2mr . s
9 MW o e dzj 8B~ SH Jd BBzt daf di2yty tc dz®©fy H & © yud dfw, ay'lstists
dzi L O dmMd d3gsMmis! d Htesmisslskz 8LOdd38HJ?fn|SSdW.

REST MmMbtsdlsmwy dz0 dzj MStsdzr $dm Sdzyd f sk0Odz! dz" n
Is 5 H Odzdz" | d dzd sBi jJCIsr, ftcj HiNlsOo dzj dz Co¢ tc .
dHjdelsdW dS Olstster , cUsirm\Ressurce Idemtifigr j URE) . lLOddtsH § 2 Mls
LiIsddsd tj MztemMOddd hkh j Miseo dzw i3 issH Y e SIOC il O OO to Is
PUT, DELETE d Htekedj, uybt fsLotdvjl or {f tdzdgv Is

JHdzs?2 dL Cdz¢yjor -~ whts | ipsMis;sHzBRBEBEd ] Mat
BidHE LOftesmMOdd. SOYH"2 LOftsm weodzw j s MOMSH
dzj sBrtsHd Bz HAzW jeB tBttOBISSCd. wjto jto dzgf =~ teOd
Eftctsh Ojls Otendlsj CIsktclz dtola jdg®I s y OC B ifsdzi gL BPME Hs P13
MisOdzH Otclsd L Jtetso Odzts, Yylsts kEftetsh Ojls t©OLwOBBISE d
f sdav Is dz" 3.

REST fsSHHjteYdo Oj s C1hdtetse Odzd H Odsdz" =,
ftoesdLoHdIs] dz dztsfls! d MmMdzdy O0jlfc &P (B dQV BJ
Cesdzd yd Mo © L OftesmMse € MmMijte jtolkz, JMdzd HOdzdzr J k)
Bsy 4Is Brils! tjOdzdLso0dz ) dBesetskzteso dzj o d3d Otndls
cdBStsmisy d BOMhNIsOBdkz,j @B Mis .

RESTOten dIsj S Isktc©®© g tgj jolOy dzj HC thp'ts?2 Mise . J 20 dzj @
fsmMitsd S SkmizlsmMisad MmMisswdedY &BiyHE LOftesmMOd
ftcd o' MsCtc?2 dOctkzL ). 1 wsMsslsO oL Od ii3sHyj BigsOFw ,
d URI , Hy &zZOJj s MmdmlsjXlze f iy SdztsP sedOdiamidiss AASE ST  Is
WizdzC yd sdzOdz! dzlz & Mso &3 Misd s Mls* fsLotsdzvw tOL dz
Isd ~n dztsdztsc d d , OoLOdABsH j2Mlso so Ols! ydtedr JHddz 2 d
tcjhjddjdz, dzgj LOoadMmMddz d3 sy L& KLdeX tdf jtdspER0O dff dgifQdsVotCiaidgf

stesdzj Ists¢ s, REST MmMfsmtseMmlsokzjls o Msis2 ftsd

B dzd B L Oydd dLBr stsydeg" = L Of etstso Ylsts ff sL o tsdzw
COLHjdzjdd] Cddjdsmits?2 d MmMite jtodzts?2 ¢gztge € 6B 2P € W
JY w©lOLredlkdj d fBHHjtySCE [2].

Clsd fteddydf d Mews2fMmlse ® MHjdkzOdZd REST dHj Od
tod dzsy § ded W GHJ Cdzs yjor &3d IstcjBtso Odegdw dzd W o dzv
tesdLotsHdIs] dzd dzsls .

tdOdzdL Oydw REST 99 dechjndg oD jfrp ndgfpf tsREE S Tsi Fls B me w
s dzv te dzr 2 d dzdo jtcmMOdz el O tc@ectH 3 e SteCC silssAyr 29 j

2 Metetsmlis! cOL OB BISSC d, ftesmMsslskz o dMmf s

C
sfisd  BscOsts®z &ZOstghk b kesiddnl ik dk j 58
qdztsy j dzgd 2 tOL dzdivsds Mz BB B GEtsd tsj Shkso His Cto
j5. et OCkkOd desfls! Bl whdw jlsfw Isj o, yls
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tcOB SIs l BOLOR] HOdzdz' =, BOwBh tczUplsfs OB H R j didztsB ¢
tOLEOBBIES] API

Django REST Framework (DRF) { Ists d&sh dzr 2 d 6dBSd2 ddmlstekz
RESTf ul API z0 G figbEmga.  WRIF2 d3p s jck ©fMis Qo dzw j Is  tcOL
dzgj sBRtsHd B j] Ctdif sdzj dzlsT Hdv to] Qi L OnQ@fdgdzr AR | |, ts Bt
LOftesmMtse d Okljdisd¥dsoyds . JHddd dL SCdsEyjoern
d dzls j ¢ tc EDjpdge, Myt §fsLotsdY jlk dMfsd L s Ol L &zOS 5
Ysted' d &OwEhtekzlsdL Ooydw [1].

{Mdzso dz" &3 L dzj B dzlssdz PROSBBA ( BHEFOUEHD U § o] ¢
MistczClskztcr & HO®delizs & 2 & f sfdzj Hiso OB j de'tfdgticiPlayd.d  [frpi tdo@flO
wodzw jIsfw s jweOYydw HJ Mj tedOgas L IOQdEd(j ( fiflststizS kstizted L
Bdktsots? f§smdjHtsesOjd dsiisd), Stlstter j sBJ MY j1
W3O O®Rd, dMmfsd! Lz Bd o {teddzsy | dedidic ZOBOERE ]
ftedetsHdg d3d Hdzw fjtejHOYd ydtiL API ( 2O tod o34 to,
EftcOodzj dzedd LOftetsmMOBd ydteiL HYtojHMmMlsOoadzj dzedw ¢ Vi e
sBtcOBOISr 90t Is Isdftsear j tfjttOydd CRUD.

DRF ftHHjttydoOjls sOCd] AOCydWizdlded NsE@F B«
f O ddzOydwy d SC+1hdeseoOdzdy, ylsts Hijd&ZOjIs jets dHJ Odz
d ftesdLeosHdljd d& » ftoddsyidd2. 1 MtyjlsOddd M
COL OB YdSd ®BEE kI -Oojts SO diaf tefodkda jli s jUsRAy ¢ toj Mt
fMlsOdzH Otcls d L d tc = oCAfdeds fjr .HT T P

DRF Wwodzw jlsfqpw dgj Istsdz' ¢ts ddziistelz d3j dzls tsd3, dzts
o' MsCsCOYj Mise j dzdesd s API, MmtsB dzs +O@®%: N jsg € Istizfpdzts § dz] |

I 7 o SRESFOter dlsj CIsktcO Mmls Outdmm loizjsts s g aldelyj dzisdkdzts 2 6 O
fteddztsy j dzgd? B EZOGBHOEBY Motsj?2 fsmsslj, cdBStmsd

M ¢Django REST Framewor ke, ftcj HsMSOo dzv j Is O
ML HOddW COyd mMlse j dzdz" - RESTfulctcARA] MizOB B ezB &
C sd3f tsdzj dals O a3 ¢Djangoe, DRF f tetsh O] Is toj Odzd L O
MisOdzH Otelsd L Jtetse Odzdz" 2, ftesdL o sHdIs] dz! dzg" 2 d ZHt

RMftsdz! LB Odzdy s YSHASHO foLoatsdzW jIs ML HOs C
mMsssflgolzs dj IStcjBBo Odzedw dz Msotej By dedztse s Yydw tctso s
ljtejuddz dmMytsdz L tso Odgdets?2 dzdlsj e Olskzter d dMmlstsyded S so:

1. 1 ¢ kdj dsURY Htps://MREdjangerestframework.org{ H Ols©® Bt O jdadw: 06. 12. 2(
2. Clzkj dzls Oy f WRL:RERS./Mww.ibm.com/topics/restpis( H Ols© tBteOh jdzdw: 06.12. 20
3. AddzHddze t.uv. Architect urbads eSdt y3 oefst waanrde tAhrec hDWRSeicg nu r cef:
https://ics.uci.edu/~fielding/pubs/dissertation/top.fitm Ols© Bt O jdedw: 06. 12.2024) .
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I MOl | ©OMM&BOIStedo O Ismw  fted 3 dzj dedj d3dIstsHtse MJ dalsd d3d
sBtOBtSlsCd fsdz LsaOljdz MSdr BhLreatses. [ dMOdy tMmdase dz’
drtelfddiszh jMlse © d BeteOdzdud dzdw, O IsOTex{Bloly gMARBERE IsOIsT s j M
d CROBERT® dz0 tj Odz' dz" = HOdzdz’ - . I MsBts] 9 dzd d3O dzd | ZHjdzj
LOadMmMddismisd tsls M jydWdsd LOHOYd d tsftsej dedetsfmilsj 2 Isj ¢
sdzé uj o’ j Olp@rdRfd@O dzd L JISILfifidsod, | dzdgO? ( dzdzts &, tsEOUMSjtedsd) jdzd 2 |

fnj delsd d3j dzls Odz! dzr 2 OdzOdzd L .

TEXT SENTIMENT ANALY SIS USING PYTHON
PACKAGES AND TRANSFORMERS OF HUGGINGFACE
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The article discussesédhuse of sentimental analysis methods for automatic processing of user reviews.
The main approaches to the analysis of text tonality, their advantages and limitations, as well as the
results of testing th&TextBlob', "VADER" and"RoOBERTA models on real @ta are describe&pecial
attention is paid to the choice of tools depending on the specifics of the task and the features of the texts.
Keywords:sentiment analysis, text mining, natural language, machine learning, sentiment analysis.

]l Mbote]j di3gj dedzsd3 B tcy Mistej BIIsj dz' des tOMiskzls 5B
Rdzls j tedzj s, O od3iMmlsj M deddsd ko j &zdydoe Oj-sigy ' d 586 sdx
cOL dzd ydzr = Is9o OtOR, EmMdzzc OR, Codi3f Odedw = . Rrn Ctd
sfmwy, Yt dzgj ftsH Mddzk BcOBGISOIS! HAdsBES QY dso
Nd ftosOdOdzdL Jteso Ols! ofMmj 1 lsts sBddzdj Isj CMlsO?

1" dad " odzd g sjrdetsdzséedd HBMisdecdzd Lktetso dav, f sL
dzj f sftej Hinlse jdadets dL Isj S MisQ,eds s ls¥0O gl QM sz w O Wafsds. ¢ C
HdzwW tojh jdedw ftsHBSBdE m LOHOY BN dz ML HOdz M dalsd d3j «

4j dzlsd d3j dzls Odz' dz' @ es@Qdddgd L SCtslstster 2 fsLotsdzw jIs
L BEsyd sdzOdz! detsy tslsdetsh jdedy dz#EH 2 € t6OL dzd ydg” d3 o st
si SMIs® d orwedls!, wWodw jlsfqw dzd dz § sdzsy dIsj dz' dzr
SOCts?2 OdOdzdL B' dz fteddsi dzdd3 o© Bmdzse dzsds H dzv O dzO
fsHIseo jteyHjdzdVY HtjHBYlsjded?2 §tdz L s90OIsjdzj?2 §ted f

g4 2yYyofm kOGRS yQdzARlfLj s B st L WWjCIlsdodes f ted d3

j 6
teC J Isd dze : g dzls d d3j dzls O dz' dz" 2 O dzO dzd L sj € Mmls
feJHY sYylsd dzdv OEZzuHdlttedd, OdzOdzd L qtetso Ols!  jJ §tsists
sicedd wOLodIsqw,;

-G HIQERERZOZIMIsdE O: OdOEdJL Isj SMistse § sL o tsdzv j k
Bdzj dzedj d toj OCydse OkzHdbsttdd dO fEzBddtOydd, ybkt

sz s S O: Mmjdasd dsj dels Oz dgr 2 OdzOcedL o MW jtej
slsfidzj y d © Odzed j A Baad dsdfy e & Hj2, (oksy o §E
fsddlsdyj MSdn mssrkd2 [2].

10 MmjcetsHdw h dad 2 HJ dz mMkzh jmMlsealzjls d3detsy j Milse ts
BOM Jdzdetsé s tsBERZY  dad v, ftej HdzOL dzOyJ dzdz" ~ H dzw Qo lst
Isj ¢ MisO. [ HEZOEKS  sHYh psts  dzhistclz d3j dzls O L OadMmdls
sMtse j dzdesMils j 2 OdeOdzdL dqtelzj d@3" = H Odzdz = .

) cORBEOr d2O" jets dMMmdzj Hiseo Oded W o3 mMeMmtcj HBIst
f SHRtSHOR C MmMJjdzlsdd3d dzlsOdz! dzsdzsz O dzOdzd L Iz, dmf sdz' L
¢TextBlobe ( dzgd uf) MS d2 O dzO drfder (Valehcé) Ba@ne ,Dictionary for sEntiment
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ANALY SIS OF ROUTING ALGORITHMS FOR OPTIMIZING
THE CHOICE OF DATATRANSMISSION PATH IN THE NETWORK

Bauer Al.D, Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of the study of algorithms and approaches to constructing routing tables.
To compare various routing tools, a network fragment was studied ich Wdoth direct and indirect
connections between individual nodes and routers were used. The work was performed in the GNS3
program.
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USING DATA ANALYSIS TOOLS FOR GENERATION A LIST
OF WEB DEVELOPER COMPETENCIES

Bakhtiyarova K.V., Antonyants E.N.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of developing softwaré8ythort for collecting information on web
developer vacancies on tHeleadHuntel platform. The program includes data visualization functions
covering salary levels, types of employment, geographic distribution of vacancies, andasmught
professimal skills. The analysis of the collected data allowed us to compile a list of key competencies,
emphasizing the importance of both technical (hard skills) and interpersonal (soft skills) abilities for
successfully fulfilling the duties of a web developer.

Keywords:data analysis, professional competencies, labor market, vacancies, web developer.
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The outstanding French mathematician and piststanpere is known in the history of science mainly as

the founder of electrodynamics. But he was a universal scientist, the author of scientific works in the field
of chemistry, biology, linguistics and philosophy. He was a brilliant mind, strikinghigtlencyclopedic
knowledge all those who knew him closely.

Keywords:research activity, kinematics, scientific activity, research scientist, physicist, electrodynamics.
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ON THE ISSUE OF OPTIMAL DISTRIBUTION
OF INFORMATION FLOWS IN DIGITAL COMMUNICATION SYSTEMS

Borisenko I.S., Kobelev K.K., Kulbashny I.A., Mezhuev A.M.
VUNTS Ai r VAtleem.dNOT. hukovskyand Yu A @ ari né, Voronezh

SESmUV FoEIGEOFO - QNS =
=FPROQALOFR-GF=QOP O

The article considers the solution to the problem of increasing the efficiency of information exchange in
digital communication systems under conditions of high intensity of input traffic. To orgaigize h
quality information interaction in digital communication systems, it is necessary to ensure optimal
distribution of information flows (routing), which guarantees high stability of information exchange.
However, the existing routing algorithms do notlyfumeet the requirements for the efficiency of
information exchange in terms of information transfer, due to the significantly increasing volume of
transmitted information and limited capabilities of the chamedlvork resource of digital
communication ystems. The paper proposes a method for distributing information flows (routing) based
on a generalized indicatethe coefficient of efficient use of the system's capabilities for transmitting and
storing information on the information transfer routdotmation exchange in a digital communication
system with a given structure is simulated when the input traffic changes. The simulation results showed
that the application of the developed method provides an increase in the efficiency of information
exchame, expressed in a decrease in time delay and packet loss, as well as an increase in system
performance.

Keywords:digital communication system, input traffic, routing method, efficiency factor, distribution of
information flows, information efficiency fution.
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The article presents the results of a comparative analysis of communication protocolTstacksduct

the comparison, the characteristics of standard protocol stacks were preliminarily studied, documentation
and technical specifications were reviewed, comparison criteria were selected, stacks were compared, and
features related to performancgelaapplicability of protocols in various conditions were identified.
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METHODS AND ALGORITHMS FOR PROCESSING SIGNALS FROM OBJECTS IN A MULTI -
POSITION SURVEILLANCE RADIO SYSTEM

Brem R.S., Vartazar@avA.E., Kaltaev A.E., Rudy S.V., Kharchenko V.V.
VUNTS Air Force "VVA named after Professor N.E. Zhukovsky and Yu.A. Gagarin", Voronezh

This article analyzes various methods and algorithms of signal processing. Some methods of obtaining
information are cosidered, as well as the tasks of a mpdisition radio direction finding system and one
of the approaches to its operation are formulated and set.

Keywords:multi-position radio system, mutual communication, amplitude communication
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The article presents the results of the study of the design featfifeeterogeneous networks for the
Internet of Things technology. In the course of the work, the key features were identified and the
problems of networks based on the Internet of Things were formulated, which include: segmentation,
high degree of decemlization, large volume of service traffic, a significant number of events in the
Internet of Things system.

Keywords:network technologies, Internet of Things, heterogeneous networks.
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tndlsjChbkte Mjlkj2 RdsjtedzjlsO o jh j2 ®GBEMfdkOs dds O
UB MdMmisj &3 ftcOodzj dedw Mils: s d LOMNJEBr Mmijlkjot2
I sMCtsd Ck OwRdlsjChkie® 10T f§t SZOE0Ojls Bl

dHY
sHdzz Mmils!, otLdd¢Ojls fttse dzj &30, fnaWLOdzdzOW fh d-
cOL dgstesHdz" 7 kL dzse © JHJdkz® dgdeW tcOMstczC skztclz. 1
ftosfudlsj dzvdsd ftoj HMIsOo dzj dz CslsieOh ge o] P&y Wt
ftedodetsmwis fMmdzsy desmisd o Isjndesdseds , sO¢ CO¢ dz2O
MisOdzH Otclstso Hdzw dm oL OddBsHj2MIseadw, Clsste” § L Oy
HiczG HtckzG ts03.

v 0Cdd3 BBWOL A3, ©COLWKOBBISCO, orflkzmM¢ d odzj Htcj
dqdzlsjtcj Mz P dj ELSCd?2 §d&zO0Mmls {(lstcjBdlsj dzj 2, L Otk
dmMftcOo dls! odzgjHtejdzd]d d3 jJHJdsE s Y R @l ttsdz jinds@ daH JOf
[ 4] . ShH Al MBS Istew dzgO MEkh jMmlsekze hdj dMmMmdzj Hs9 Oded W
dzOff tcOo dzj ded d , ® HOdzdz" 2 Bsdzj dgls otcj d3j ded 1§ tsH 5B dzts
SHdES?2 fteduydds?2 otsLdedCdetse jdzedWw fsHEBSBAISE2 MdlskzO
Rdzls j todzj IsOj 946 gz? j ki HEMIsOlssydes dzOkzydets §fdmoOd
dsodLdzr . vOCdd tBtOL tsd3, yYjdzr¥ Htetso jH jdzdesets d M
LdzOdzd?2 ft5 BHdzsdzz dL 90y dzj 2N B @y j &lsdzd v H O fzdas D
ftesj CIsdtetso Odzd® WBj bj Bse gezdat Odzdzs? Isj mn dzsdztse d d .

[Bhj2 HtsBdzj Bs?2 MtsMmMisOo dzj dzd™w Milsji?2 HdVv R dzls
BsHEZzdzj 2. 1 mj sdzd ftojHMsOadzve s MtsB 2 Mdlsjor |
fteslstsCtsdzr (HTTP, MQTT, DDS, CoA d If¥Hets),s52 toC
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(Hoatsd ydz 2) , XML, J SON, Gl OP d Is. H.-Hi Bldetoati) L dzd y
ZigBee d Is.H.) [5].

1 BRI B 1 ssE 5, EmMstes2 mMlsa © | oT LOyoOmiskzs i tc,
hdj degjBtsdz "ts2 wBI jd3 BOIOtW, d, fEecEREBSOC Y Y
JIsmw ftetsB dzj B2, Cslsstekzy dzj sBrBHd B EZydlsr
HOYO HOdzdzr » Btdzr hj eofmjcets odzdwil dzO { slste,
2 gL Mok n f s zdzv tedzr n tej OdzdL Oyd 2 mdIsd
tc® Qdpdz® W -fifjdpjjddsdlzO Otern dlsj Ssktce®. [d2O i dz L
ftesMmMissists?2. wlzls! HOddts?2 Otndlsj Clskzter L OS¢ dz
stcOdz! dz @3 k0 dggdpofjdefiplszi d3'f ¢ B 52 B @R dz ddz stcd3ZO Y
tots? fiflicas@dgF sHdls M EyoOfmksdjda Mjtce jteO®, Cwlstster 2
sjd" . lted jet dzgj MftcOo desmisd tOBtslsO Mmjlsd §ts
dLotsHdIsjdzd ftejHEZMdB3Otedo O ls OS2 Mmyj dzOtcd?2,
Cygdizy fz BjL dMifsde LsoOdzedw Mijlsjoatsets oL Od d@3sH .

dlzh jMmlseo tse Odzd | SHdse s Bh jets Mjtce jtcO® dzOC dz
ZOctezL S22 o o©dH] ©OBTBIST M tOLddyd &3d Isdf Odsd d
odzj yils LOBHRHAdz] detp tc@iclsCd HOdzdz », MEBtetsMmisd tsBd
o jJteVWIsdzsmisd f sweo dzj ded W sh dB €. ] 5H tsB dzOW Otcn
ftesdLoBHdIsjdzj 2 dBOMMtser 7 MmMdMmlsjdd ¢clkzdddzsects HsREOE
mMtsB Mise j dzdetsj] BB Stclz H SBOdANY ] W) dfdigits CHaD'd3dgdey tc OB tsis T,
BEzHEIS MdzOy j dds ttOBBIOIs! o ttORBEOR Metji2 + CsMmdMm
cdBSCtsMmils! 8, dzjeS B2 dBOMhlsOBdtekzj didtsmis! 8 d kdad o j tcfiyt
JlsdzJJ 9" deoter hdzr 3 9 Otcd Odzlssdz W o dzv jj Isn¥ . {Istyds tois|
sBh jdg3 MdzEyo)] MmMtezSkikztt® MmdMmlsj d3r BkHjls Mmtshls
dzj c6ts ftcdC zOH dzse 5 Bktetsoadz" d of M et MJlsy:
Lo jMmisd dOHjydes] Mydlsr e 0dzedj ¢S OL Olpjig 2d M
jdzdj HOdgdz =, sBiMfiydiddd 1 WWjClsdoedesfplsd
fisd ¢ d H O dedz 7 losmpREgFrdlsh] i BEMHisd) Misder 2
3Oy dd, Jd ®BBKOBBISE d RteOdzgjdedj [ 7] . t JC
h dzs L 59, MewLreoOshdn drn C0¢ d&IiYxHE M.
2 hdzgL disyjl MEeh jMise dzv is! oL Od BsH
EmMstes2Mmlse | oT dz20 hdetse j Mk jMiselze h
fmj s’ sBIl jHddgws h Iz tslsH j dz
dmf sdzr L ze hdr 18§ ddzd ddz' § MIsOdzH Otels”™  jtejHOYd H ¢

[ dzw ftcj sSBtcOL s9 Odzed W ftoslscl sdzse ftod ¢ dzOH dzts G t
ftod S ZOHdes?2 hdz6 L. [ tsHEAE], JhftfdslskCisdzy , 0 sed®ag B,
mMsslse jIsfisea zs M d j fsHfmililsd, O@zO dzpucd itk dsUEfts dPdisiAddal tc ts B
fsdzzyoj " § §0O0¢jlsr d&@iyHE §sHMmjlwdkd HdY B MY -

[8].

sO0Cdd3 tsBtOL 53, By dzs MH j dzO s oYlsts H IS jsn dBHsOLs ¢
Rdzlsj todz] Is O ojhj?2 MisOdetse d Ismw o fmd Btsdzj J tcOL 8 C
Bdets e W 2 dzS yd sdzOdz? des?2, ftetsBdzj BO kdzedW d S Oydd MmlsOdai
dzJ ted hJ dzO. I sdzt h 52 tesmls Ctsdzdy Mo O EmMistets? Mise
or Mss dy stcj Btso Oded W ¢ ftotsf 2MC dzts 2 My smse dzsMmis g
d dzW¥ ste 30 y d s dzdzts 2 BJL B OmMdesmisd . tdhddedy H Odzdzts G 15
MsLHOdd] BN j2 MdMmisy d3r l oT d twOmhdteddzts B" GO
H Odzdz" 2 a3 tted®) jdzizlds dzts 4 dMmf sdz' L s9 Odzd 4 GJlsjttse § dedz" -
cOL dzdydz" | s CIsr, HJdOI! dr dzOH Y dzr &3, ¢ Oy4 Ml
ljteiuyddz dhfitsd Lo Odedets? dzdlsj teOlbbkzter d dhmlstsydzd S so:
1. sdkOjo ¢.r1., [dqosdzto ® R. R. [ OtlfbddcugttjctsdgigRdz] € tsazB
sdlsOj 9, R.R. [dttsdzse [/ / I nternati o-27T-"Jd®r.n-48.4 of Open
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ALl Juv 1 [ ¢1quvuve, 6. 1 totMmMdeditemC

StOIsCd?2 ©GBLBK MBotej d3j dede" = ISjrmdzsdzsed?2 Et hernet, O da
ftodd3d degj ded¥ Isjrmndesdzsed?2 o toj Odz dets?2 x dL dzd.
Sdz¢ Uj e’ jEtfgrdmse @ sd, Cs.dsdszdzd € Oyd

UTILIZING MODERN ETHERNET TECHNOLOGIE S TO RAISE THE EFFICIENCY OF
NETWORK INFRASTRUCTURE

- Qe Ne o O

Buzmakov A.l., Kurcheeva G.I.
FSBEI HE "NSTU", Novosibirsk
The short review of modern Ethernet technologies, analysis of the most effective solutions for application
of these technologies in real life.
Keywords:Ethernet, networks, communications

HjJeEBHdYMdvY tj Odz desfls! kOCtSoa O, Ykt Ssi3f ¥ s,
COC MOBtsMsWIlsj dz dets] EMmlstes2 Mlsots HdzW OBl d dzd
dqdzls j tcdzj sO d dzsSOdz! dgr = Mjlsj 2. I swedzjdedd d tOL
sOCgPRPE Wtk dr, B dztse d , mMsyd Odz! dz" nd g thifjtse , 0 MsHQ)
OQolssdesdzdzr 2 @ SRR ¥ Isjte dzgj HBMISOItsyder d@3 Hd&zv EH B9 dz
dtso tej d3j dzdz’ j o tola joghspyWssdipiso] ¢ ¢ Bagl dzdel§ ®yd 2, o ¢ dzs yoOv
f sylsk, foaBEOBE gz ¢ dL JLsdzdtetse Odzdz" = EMistets?2 Mls
f sdzdesyj dzdzr | Mtci HMlso © MoweL d.

rdzv  wsBiMfjydiddw OB L Isdrn ftoddzsy J ded 2  dz
mMilsj 2. 10 MmMicetsHdwh dzd 2 H J dzg ts fdzts 0 dzts 2 Is § = dzts dzts
cEtherneé. CbPr dtsdztse dw LOHOJ Is f tcOo d d&zO H dzw ftctse
Ldzj Clstedyud MSdr MdedzOdzse dzO ¥ dLrdud MEtsd3 ktetse dzj ,
fjtejHOsh j2 MmtejHj [ 1, . 256] . 4 5 CEthE i (5 Is Cotdry j dixts |
dztso " J cGttedL sdagf HHGHEdZ R4, to joHCGlzE yOWY o dH it d OEHdt
sMtsB j dzdzs OCIskzZOdz! dgn @3 Hdzw MdMmlsjdd Oo lsts KOBGAf Oy d d
ZORSHYIS hdustitsy fteddjdjddy HEZY odLEZOd dfsets o
[dzd Bsckls BT Is! ddzls j dstcd tdis o Oezls s RO Is i aff S d dlsd  dBOC
fsLodzw jlIs dzgj Istsdzt €5 dzOB dz6 HOIs! L O ftesdL o sHMIse §
s jcOldodets t6j Ocdese Ols! dzgO dz¢ B' jJ SIsC dztsdzgj ded v d &
stcjBlzjlmw or MsC Ow MmikEhls de! EOREEs®OCd fBtsgL o SH
dzj W Isw dzOW tslstc O fmdzd .
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U J - dzts dgBastEthernéts ¥ dzO0 MBLHOAZO Hdzw ko j dzd yd dedvw Mm¢
Hs 100 [Bdls/ M. (d fteidBzh jmMsets L OC dz6 yOjIsw o
cEtherneé. 1 sfylsj f j dedz@wWy  Wozts HnjztB gednus @ 26 A d = MJ cgd3d dzlstse
dqdzlsj ctoed¢Fasy Bternét B j L ftslsjtcd tcOBtsistBY tsfifits3dBsAfijls.d Iy
Mjcdkjdor MCsesmls: shMlsOjkmy 10 fedk/ M, o dase
fjtcjHOYUO HOdd & thkh | fHisadky sy &0 M stsflsd 10

{ OL o dlthfrpet f tsHsdy d des ! f)ts L eQydbi Fttiernd,ls O ©tsts 02
o jdzdyddz mMEtstshmls! §jtejHOYd HOddz = Hts 1 | Bdls/

IEEE 802.3ab (1000BASE ) , dMmftd: Lkzshow eodlkks Otk € OIsjc
tizh jMmlsodw jlshy SHdcot| dj dedets 5 afmjds ujls' toj B 1 «
f Otelz.

¢GigabitEtherneé s OS¢ Y J Y tHH jt)y do Ojls B tgkastiibernetéfgtso d3j fi
fls O dzH O gHthErded Yylsts ftsLrosdwjls fod LsoaOlsjdvd BjL
dizj ctcdteso Ols! dzgsor j Isjrmrdesdzseadd o &Ojgabit Eyierneg fflso 2
ftcdodzj COIsjdzt dz" &5 o Bistetsds HdzvW dBdesecdr Btee OdzdL Oy
mMildera tjhjded?.

1 © Mmd&Gigabit Etherngtf tecd -~ SHdIs MIsOdzH Otels 10 dIGrabdi2at |
Mme stetsmis Hts 10 451 BdIs/ f. 1 tc -8906s(POGBABHT § dzts{ddf esdd L Iz
1 CtoOdzd tets o Odzdzlz 8 odlskzs fOtclz Hdzw §jtcjHOYd HOdzdz
MisOdzH Otcls f sHH jtydoOjls Issdz €5 HEf dzj S mdz" 2 toj y dd

BBzl j &3 7 dzsC Odzr der 7 fmjlwa [2, @.384]. 1 My
f OC jIsdets? CsBiBzIsOydd, H O dzdz’ | fjtjHOE Ismw s ls
BOwh tlzlsdL Olstster , Elsydvs hdj BEOkhtkls dZO COYHBE

5o tcj d3j dzdgEthernédg HI3 dzs dzfls taf@ecf dsj dz' dz" 2 ftetsctcj MM
tcOMmlszh dds IstejBtso Oded W ZEt h @& B@UPABASEEN:" § &f tc j X dzj Bz
wWogdzWw jlsipw dzgOH jyde" &8 d hdtestts dMfsd Lkzjdgr &5 tojh j
sBjMfjudoOw ftdj kdj Bz §tesdLosndlsj d desfls! d da

I'r 8¢ s5MC tstetsfls dfEtherned, j df@ddj S OS 10GbE, dzOSHW|

Yyd dzlstc ©n sBtcOBBISC d H Odzdz" n , Mmdlswa sf j cOlststets o
stejBlzEIsmMWw o MEC OV Htsf Z2MC dzOvY M smss dzsmis! , dad L ¢
v OB dz@ Qs O 9 dzj dzd j ¢ &) desls pEedkedzis e d 2
UjnebdzsduCBes| | OMMmists s OB j d } tod d3j daj dzd |
10 | sCOdz dzr § mMdlsd
Ethernet 10Basé [ Bdls 100 l dlsoOw lIlSdZ,JhJ(_qu'W |
Fast Ethernel 100 100 I qlsow JWdmdzer §j dz@gasg, d
100BaseT X [ BdlIs ftojHftcdwlilsdw
Gigabit Etherne w st stOlsd o dz | n
1000BaseT 1 48¢ 100 11 dbOY [y iggin j dag v
10 Gigabit Etherng w | Ad dalster sBtcOB SIS
10GBaseT 10 48 100 |1 dbO™ | 6o ymscod & j 0

dtso tcj dgjcBduarngt-ij sd B ZOHO® s or MsC 82 cdBECtsMIss &
Yylsts HJdzOjIs df §BHaBHWhdB] Hdv tOLddyd = Myg-c
CcEtherne¢ tStcd j dzls d tes9 O dzr ¢co¢ dzO f slstej B detsmlsd Bz O dz'
9" MesCtsftesdLotsHdIsj dz dz" §  d daW te B ls teHztE filplztded dzfn) Is19 JOf) o3 =l
SO¢Yd ddisjdls Moatsd wetOdzduyjddw, d o903des EZydlsr ac
ftesf 2MC &zOY MY s dsMis! d kjBtseOddw € BjL Y Of

CEtherneé H j iis dzfistcdtclz jIs o sMistcj B 5Sodd@edztsdEdsiis ' dgdgts
shdsoder o5 tojh jdzd?2 Hdv dsCOd dr Ss®f’ sIsjtedy A
ftod &34 dzj ded v tc O cEthgmedzdz] sB g &3 Ish Ols j dz! dzr 2 OdzOdzd L
d ftesjClstsa. { OL 5B tc O datherjet fots LioOBd=ids) A ij 46 tds® Is @ e B d3
IT-d3j dzj HY j O 1§ ted dad BOIs ! sB tsdzetseo Odedz” § togh jdedw
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dqdzr 7 bjrdtsdtsed?2 o dn ttecOddL Oydwna, yksts o
LWWjCldodetsmisd d dzOH jy detsflsd Mjljots?2 dda¥ tOMlstelzC |
ljtejiuddz dhf sd L e Offzdesils siagded] Getdes: Iz to

1. Jouyddzgded S 80 1.1 ., t " B¢ ddg R. ROz dg'jm dzd UME @Y Is B R4 @ 7 dA
Joyddeded S s0, RL BRSO @r BC@ARIESOG, M2005.

2. zObls . [dtt Stiiysbdgelz BsMEPEL .7 u) Qdicdils j ©38201H2 .

urs 004. 772
pLoJRY wrurl 1y vt oArRsd o Oy LS Of

lezdg CddzO ¢. [ ., stoOdzidzSts uv. ¢

All1Ju 1 [ ¢cljguvure, 6. uHOBOKGO
I Mo hPEZodkdL fMjlkjotets bLLOYdSO ftoMtejHmsotd f shistets ]
COBKOE N jets o N ISPl AetizgdiQflishgdosy ) DS @IEOCUs2s j o 52 S©OW ¢
ftoj HiNlsOo dzj dzL Of tofftge hkdfpO@ GET, ftfbskzfoshdn - sl ffisd L
Mitco jtedzOY OtradlsjSskztcO.
s ujorj OtptrsO@dd Mjlsjos@t fysil H'eiR{Ps j tldzldj dter dlsj ¢ Ist
i tojte, Miljot? Isthtyfc Of eyl eddipSOfs @RIFTE-Eiod.

ANALYSIS OF NETWORK TRAFFIC WITH ANOMALIES

KovalenkoT.A., Bynkina A.O.
FSBEI HE APGUTI o, Samar a

The article provides an analysis of network traffic by camsing a state graph for traffic operating
normally and with an anomaly affected by a DDoS attack. Network traffic is represented as http GET
requests from users to the sar\clientserver architecture.

Keywords: network traffic anomalies, state graptlientserver architecture, server, network traffic,
system states, http requests, get requests, DDoS attacks, HTTP Flood

] SH OdsEOddY &d Mjlkjoses kEOWdSO f sdd B0 Is

d

OHJjt ¢d fOCjlstse, MmMdedyjded) GJtetsf EmMEdes?2 MY smse daf
O ftejcd Mmjlsd ddzd -dod Bfigd difte d o dz. CT@ Utz ORI S toifny¢
sO¢d, fsf"sCd fjtcjro0OlO IkteOWdSC O, o dtelzfmr . s to
BistclzH tso Odad W ddzd Jjets dzgj ftcOo ddz' dzOW RZOMstets?2 € O
SHicOL Zd3j o B Ib s daPdigj dzdzdzdzOv yJ dztse j yj M Ow HIjwWIsj dz

t OMf tesMiste Odzy dedz’ 2 TODISRISIO ¢ @ dzts dg@xdsdfzcfl3r " dzj dzdzd ¢
Midtojte LOJtesMOd. [dz dzj EMfjoOjls dr ofMmj GBtOB
sBr ydz' § foodz Lo 0Olsy dzd dzj CdECotirfils tf stpfzigdf B3l sfigls fz
10fted 3] o, sz HPBERISOY Is L Octckzy Ols! mw .

Il NhNisOldzsds tcdydd&3dy Mjtcojtc SBOBOISTia Gisls CidAf ] dals
fnj tco j todzOW Oterndlsj SskztcO. [Brydes Mmite jto Mfsmtss
fsMilsdlsj dzj s M@PE @z L ¢ OD0SCHSA CHER9, O jdZPWGE 5C tcOIs dzts  f to,
MsLHOs s fcdz L soOIsjdzd. 1tesdmMratsHdls ISOC § slstsdgiz,
sctes@Bdes] Cdzdyj Msots LOftesmMses ) dzgi MEBsdzr $dr L Ot
Bdztsy j MidaLtsofCdsdg dzj 2) ML HO!Y OCEE dzOctokzL S22 dzO My

DDoSOIs0O¢ d dsckls ftoseotsHdIls! MW 2O ktotse dzj ftots
sfdim"r 9 0jlsmw §tcd § AOHPEzOY tckfigtse j dzOC 52 o JHHTTPISOC d
Flooe [ 35 0C ftcOoddzts, HdzWtctsthtdagdts©tgdiag atc qHstzlg dsdyt ez dzts
BOSC Md 3O dz! dz' d3 teOL d34 tets 3.

JteoOWr Mmmswdad?2 dMftsd Lz lsmw HdY dLtsBLOY jC
fjtejrntsHte d@iqHEZz dddid [ 6] .

ltesOdOdzdL qtelzj d3 dL d3j daj dedw Mmjlsjotsets IsteOWdSEO
GHJ B2y HAgjlsMisswh dj Mfstisdods j hBjtesftedwisdw d
Wstckzds, oL @y dsMmis! twjedmstcOydd d OesltstedL Oydd
Csbtste’ j jet tojekzdwitdts ftsmjhosls. |1 dsyds, otj d
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t dMk BHESHo st dd?2 ftod "NlksOldtsds toj g d3j teC
UV HOdzdets?2 MmdMmlsj g3 JjMmils! IIsted Mshmistsw dzd w :
S ifmMdMisy BO f esMisOdoa OjIs, COdzOdz dzj L Odgvls => d
-5 T d20 Mjwojto tsSlsfteOodzj dgr L OYtetsMm" . | OsH diisls 5
9 1lsts MsMmlstsw dzd j .
-5, iMmMijceo jto o fsdzdeddz L Oftesmr d BlsftcOoddz f sdz' L
sdMmilsj BO §sMmdzy dzZEyd dzdv L Qf e@QOcy dzicticesrgls
LOftets. 1 0Oljd3 tsdz0 Blsf tcOo dzw j Is tstdfrjdsotsjBialzdfftdsiis L it frildsts W
ZCOLroa0Ojls, Yyt e jls HBhNY d Hts ftsdz L 59 Olsj dzv. [
LOftetsMtse, bt SO fjtejrHBHII o dOyYyOd dsj MsMmistsw ¢
s 2fmisd d3, L dztslz d3" DDGSClsdECSl  fifisd HPO Adsdzdny yg rde 2§ d t

JyY o] Cw@ahsjzdigOMY tetsMistc Odgy dzdzOW y j dz Bdesddnr R O
M jydodz dz@ve sigfldsiIse M otcj Hisdesmde d3 f tetsc tc O dzdzdz” i3
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SLOT ANTENNAS, THEIR ADVANTAGES AND DEVELOPMENT
PROSPECTS IN MILITARY AND CIVIL RADIO ENGINEERING

Varlamov M.N., Pikalov E.A., Polikarkina O.N., Bredikhina E.V.
MECS of AF ¢AFA named after professor N.E. Zhuko

Various types of slot antennas and their application in civil and military radio engineering are considered.
Keywords electronic warfare, radiation pattestot ariennas
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USING MATHEMATICAL METHODS TO IMPROVE POSITIONING WITH
A GLOBAL NAVIGATION SATE LLITE SYSTEM DEVICE

Vasilchuk V.B., Smola A.V., Uryvskaya T.Yu.
VUNTS Air Force ¢VVA named after Professor N.E.

The article considers the issue of choosing software for a positioning improvement device involving

saellite radio navigation systems, and the practical application of software for analyzing and configuring

an assembled device using a computer. The results obtained can be used by developers of local navigation
systems. The results obtained can be usecbglidpers of local navigation systems.
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sd yjor jOdpaimsePsdsr , BjlssHT, hdWeseOddj, OpenVPN.
ANALYSIS OF ENCRYPTION ALGORITHMS AND METHODS IN OPENVPN

Vashurina S.I., Luzhkov N.D., Istratova E.E.
FSBEI HE "NSTU", Nowsibirsk

The article presents the results of the analysis of existing algorithms and methods of symmetric and
asymmetric encryption that ensure reliability and data protection when using the OpenVPN software
product, and discusses the characteristics indidators that affect the speed of operation, as well as
authentication methods in OpenVPN.

Keywords:algorithms, methods, encryption, OpenVPN.

Rdzsjtedzjls HOodzs MkOdz dzj shsi j didzj B2 yOMls: &  f t
\ & dzj ofj Mo jHodd d B bkfsts2isej mjlsd d L

¢cVirtual Private Networkeée (VPN) wodwjlsfmw W kdzH
ftoj HiBWOoMBsBtS2 L OMdN jdadetsy MBiHddej dedd d dzd Islz dzdzj ¢
CslBf ' 6 Isjtc, OVPE® ] s etsiBCIsO odlszOd dzOV Isj - dzts dzt
SHdes ddzd dgi MStsdz €5 Milsioarn MsiHddzi dzgd?2 ¢ 59 jtern |
BJt BmdzsMmis: fted §ftsHCd yjdedd € Mmilsd Rdzlsjtedzils. v
d3d dzd d3sd L Oyd d L OOl fted B jHddzgjdedd fjlsj 2 b

stee OdzgdL Oydd [ 1] .

OpenVPNi sHd dz dL dzOdBtsdzj j tOMmMftesMmistcOdzj dzdzr = 1 ot
E&Mdetseo j] Ijrndsdzsedd VPN, Ctbte' 2 ftoddj dzv jIsfqw H
Stsy€®OYs © ddzff dzdnjjdeld’j ted3j Yy HEz Ctif! s lilsj tcOdd . OpenV|
Mo sBtSHdes?2 dzdyJ der dj2 GNU -figjPide, | toosidz-if “eodzbirts ppgifigied 2 § tefts
tcOB 5lsOjjla WiE® Z L | tc. Cltsls f sdzdets W 2 dz€ yd s dzOdz' dzr 2
fsHHjteydoOjIls edBSd) HBjlstsHT Oklsj dzlsdW d ¢ yAtefls €dizd
dqd3j dzd ¢ tsdz' L 59 Olsj dzv O OS] HtijHtmMIsOoadzw jIs { ts¢c
Ctolzy ;I &E 4 ey B@e J U&ddSJdZWJGBd%iSJQG 9 @ lizlz O !
I fMlsOl: d LOSd yodzOfm: o OdOdzdL J MmMEkh jMmlse kz
dudoe O hdn dzOHJ ) detsfyls q LOhdIlsk HOdzdzr = f tod
PN. [JHdzdd3 dLWwefhskL 6%@ &Rjjd, s ©tpdzts fiyls ! VPN,
9 O0dzgdw. 1tod EMlsOdatse € j Ohdh jdzedzr = MmMtsd Hddzj dz
9 Oded W '|'Ome1’mi3‘d3lan$tsqudzlscﬂs d Ofmd i3z Isted Yydesc ts.
Yo lsfmw ) fMsL HOdzd d d dmt s dzithstdZOHOWtstﬁadﬁ
J bted ydzts 4 hdWtttse Odzd | ftcjHf sdZOGOjIs dhmf sdzr L
s Odzd W d HiNdWtetse Odad v . 1 tod Ofmd dizd3j Is to d y dzt
sdz LEzjlsmw SHdd Sdzgy, O HjSCBHttto Odzdj o tsL BB
Jtasets ¢ dztg yoO. [ dzw Btsdzj j o' MsC et Lktoseadzw B J
fsdz L 59 Ols! Mmdzj HEs hdj cAESesgEmmklatizc3DESE (CiSTdBadzd v :
Bipwfishe. 1 OdB tsdzj J dzOH j ¥ dz’ clfSe dicBlowdistiea W o dzw 6 Isfpw

CAESe T fd d3d3j Isted y@ids o dffls?j toB dztsS s " 2 Odz@ sted Isd3, € sl
1288 d Is dz' 2 B dzts € ) Hickzg 52, dimf sdz' L zw Md Ctoj Isdzr 2
ftc] sBtoOL tso Odad W . r dzv  tcOmhgdlecdte €] d dkEzQ | dedgtf ds ez
ftojsBtOL 8o Odzdd fm Isjd3 3§ dJlipfE teff tsuda wizv G de¥ ydsfg3f s da
cOL dzd ydz" » Cdzg yO HAzddes?2 128, 192 d ZHESRY5Edzdr RIs .
fjtejBtste IstcjBlzjls 1272, 1912 ddzd 2552 f§fjttOyd?2,
ydmjdz mMedHjlkjd Mlsalkzjls, Yls 5 st0O® 0§ @ g 2d Mitf jsaias H dz'e
ftcOCIsdyd MéEsets L dzOyYyd dzdvw. 1 MmMsslse jlsmMlsoadd M tyj d
mMdziHks hdrn odHBte CttdfltsOdOdEdlsdyi Mcdrs OLOS: HJW\
Ctedtf stsOdz0OdzdL ©O; Ctodlf ssOdzOdzd L OO CHQR tIspdEdeL jts df) o W Lis@sch
sB ZOHOj s dzj ssdz S5 sy dg o’ Ml 52 L Oh dh j dadzts fn)
hdgWtctse Oded W .

r
| dz

A
f
n
t
t
dzs
a3
t

J
e
’
c
a3
]

SESQQOQQUw

oo Fo T4 s sOod

80



l Isstets? Ogdevisishé(fistel H MIsOCo dzv-p BlsfgsB B2 B Bz ydzr 2 N W &
j toj d3j dzdzts?2 Hdzd dzr . ¢ dze tsted v GL &) SAsdsid sY o ¥ @itoolrGrdzdy C
dedzr % OL o9 jtols" 9 O0dedj Cdzg yoO ftojtsBtcOLEZjls C dzs y Hdzd
HGdz6 yd 2, sBhdd3 Bl Jd&3sds 4168 BO2Istse . Mmtslsw
f sdzdzgw § Isfmyw mdzsy dzOwW ¥YOLO dddydodzdL Oydémwy mMod
MisOlstsydzets BT Mistets.
RMY sdz' L (Bholidbgd g SlsdzdegpddFHFEROjIs jeB EwviLodd3r &3 H
tetsy H Jj dzd W , 9 YyoOmlsdesmisd, 9 CBdzlsj SCMsOr kdfO HT
dmi sdz cBlowBieH dzv W O2 dzse M ©OL i3 tetsd3, O f dg) drtis@ L Qg N ta{@
B&ZzEC O MOmtsce s QRlmviskEd 3@ cwtsli)lsd s jtojyOjl dzj € ls
fted ko jddydddd yoOmlsslisr fmd3d dz’ Cdzt yo tshdztsoe dztsyg
fsHeBIBoadIsjdz dz" 2 {1 O, ybts o Milsded tcOL Ed3gj dz " «
t hd sH{ @ Alsy dz' o dzdwse h g2 &ZzO IstcjBlZzjd j§ B
OpenVPNi 1 Ists Okl jdzsdWdSOydw HOdgdzr . 1 ftetslstsC tsdzj
stcd ©WOL dzdydzr » &BjIssHO OklsjdlsdWdsoydd: fts Mmitls
sBh jets Cdzt yo. o gV ziojz Isd diast d2 o doOMmists
dmf sdz L s Oded Cslsstese ts MsLHO]j Ismw M Mise j dzdz"

fsdzr LsoOlsj &z MEdy MJtelsdWdsOlsr . g4 f sdish i 8 Y4 dzls te
LO fYtsHCdHd yjddjd@z oz Lcsg@lk) dzjj2tcds sSOseznDiEd d hp teg
MmMjtesdWdeOkO ddzd jets slsL '™ o], HisMiIskzy fsdz L s9 O
ZMmilsOdztso dzj dzdz’ d3 dzO dzd = f Otetsdzj d3, 9" fEMC O d3" J s
BJL B OfMdesMmis! I dad MO dz¢ yd sdzd tc s Olgdatplatasi G ds.H € dzs y j ¢
1 jtej yj dz dMfsd L] Bs2 ddlsjteolker d dhlssydds so :

1. JItdsatses 1. 1] . RMMdzj HsoOdedd fTteddzydftse tOBBIST VPN, ©OL
d. s. Ro OQdzts o /1 10EC 0O, TIs302ldzd €O 1 dsB tcBIL7H 0 ORIz] j .
https://3nmnut.ru/images/PDF/2018/46/NTF&46.pdf

2. I deklsddzO . ¢. ltej ddszh jmlse ®© OpenVPN / . ¢. [-Yeklsddz
[ i HEZdOtctsH dzets? dgOkzydets?2 CtsdaW jtej deydd fr]lsIZHszlstsa T @O2KtiztsH j X !
d .138139.
3. 1dfdsdzprd. RMYtsd LtsoOdedj Ijndatsdzsedd VPN Hdzv tsBj Mt jy
1dSsd&z0nddz // CCtdtsddS G 20p2.C 03] M08 fdMmisj &3 MeawL d.
vrs 004
IJJTRCURL 1Bt {d8rurs
1o Jrtorflovrf P38 Tt JArud
Il stesdzd dal Qo dzgf dzO v . ¢ .
sl Bsdqudis. C.uv. stejdgCjdzv WOCERA Isjls Ayql
culBluLvy ddz. f stz ddqgoel jskzyc s Dz€ Is
] dzOflstswh jj otejdkw yditeseodL Oydw ©BSCOLT 90jls L dOydlsj dz d
d, $O¢ Mmdzjumkedj, odsihmdls Motd Stttplldazdy . drdjsdms vis
fsorh jdzdj 3 SdZOIOBOdZdW B " j-Misdgddiz dz] ¢ Odydgistsizeizs A3y d t dalipts to Iz d3j
Yyombsdesmisd € dzgj 2tetsfmj Isvw d3. AdWtcseodL Oydw tBtOL 5o Odzdw Mt
ftetsyy Mz, | HOdEs2 MlsOlk! j Ol tsitd@Bdl Yyt Giigas@ st dip Oy dsifity t

sBteOLtso Odzdw, odzdWdedj ydWtetsodL Oydd dz0O BwOL 59 Olsj dz' dg
sdzé yj or j dgjnste P Is: SBwOL o Odzdj, BBEZYjddj, §jHOGEHKE,
sBteOL ts9 Odad W .

THE INFLUENCE OF NEURAL NETWORKS ON THE EDUCATIONAL PROCE SS

Voronin Ar.Mak., Barulina T.A.
St. Petersburg ST named afieil. KrenkelfacultyFSBEI HE
"SPbSUT im. prof. M.A. BonciBruevich", St. Petersburg

Currently, digitalization has a significant impact on educational processes, and, as a result, rakes its
adjustments, changing the traditional learning model. This is due to increased public attention to
information and communication tools, in particular to neural netw@®igstalization of education creates
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new approaches to the educational procesthidnarticle, the authors discuss the features of traditional
and digital education, the impact of digitalization on educational processes.
Keywords:neural network, education, training, teacher, student, technology, digitalization of education.
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SYSTEM ANALYSIS OF THE SOLUTION TO THE PROBLEM OF PROCESSING

INFORMATION ON DETECTION AND MEASUREMENT OF COORDINATES
OF AIR OBJECTS UNDER CONDITIONS OF ACTIVE INTERFERENCE

Yo £ JTlw ¢l

I Mok’ j
sBJd MY Jude
Efdzse v A

Gaivoronsky A.S?, Potapov A.N?
"VUNC VVS "VVA named after Professor N.E. Zhukovsky and Yu.A. Gagarin®, Voronezh

2FGBOUHE "VGLU named after G.F. Morozov", Voronezh

The article discsses the issue of system analysis of the-kvedwn scientific and methodological
apparatus, which provides solutions to the problems of detecting and measuring the coordinates of air
objects under the influence of active interference. It is shown thatexising scientific and
methodological apparatus (SMA) does not take into account the lack of passive location methods that
solve the problem of detecting nemitting air objects based on the use of electromagnetic energy
reflected from them.

Keywords:detection, air object, interference, measurement, coordinate, signal.
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y(t)=Ax(t,U,b)+n(t, o). (1)

gqdzd x4 Mo sChthde 0o jJIsslemyj stse

y=Ax (U, b)+n(2).

Camdf o x(t3 Unde) L dr X (g @ROd (oo dy tegia dedaty A
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1t fteddzvbts? tjOddL Oydd (1) dJdeézf OttDIBj s &@y 20O ( |
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COyd Mo © ddzd dzj Mtse j teh j dzflso © B 2Otz j dzdw d L OH
(1) d (2) ojddydds.

1 OHOYO dL dgj tej ded W f OtcOd3j stetso hd ¢ dz@drE o dgts dstB 0
f OtcO®Rj Istc® U M dzOdzO o HtojH sdzsy jdzedd, vyt td s

y(t)=x(t,U,b)+n(t, o).
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ROBOT FOR PHYSICAL AND EMOTIONAL HEALTH OF HUMANS "BURN"
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The article raises the topic o$ing (creating) modern IT products (using a robot as an example) and how
to use them to your advantage.
Keywords:IT- technologies, neuro technologies, neuro hoop, Arduino and Trekduino boards, robot.
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DIAGNOSTIC TOOLS FOR THE TECHNICAL CONDITION OF RAD 10 COMMUNICATION SYSTEMS

Galiev S.F., Minchenkov N.S., Chebotok D.L., Filonenko V.V.
MECS of AF ¢AFA named after professor N.E. Zhuko

The issue of modernization of the universal monitoring and diagnostic systems tppitayein adapter

for measuring the power of microwave signals is being considered. A variant ofstatygomicrowave
power measurement module is proposed.

Keywords Diagnostics of the technical condition, universal monitoring and diagnostic systems,
measuing the power of microwave signals.
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FEATURES OF LENS ANTENNAS AND THEIR APPLICATIONS IN CIVIL AND MILITARY SPHERES
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Various types of lens antennag aonsidered, as well as options for their civil and military use.
Keywords:lens antenna, radiation pattern, Luneberg lens, radionavigation, radar.
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A WEB PLATFORM AS A MEANS
OF OPTIMIZING INTERACTION BETWEEN A GRAPHIC DESIGNER AND A CUSTOMER

Georgiev E.P., Farafonova L.N.
SPb GBPOU "AUGSGIP", St. Petersburg

The article presents the concept of optimizing the interaction between a client and a graphic designer on a
web platfam.
Keywords:graphic designer, interface, multitool, optimization, tutorial, web platform.
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TERRAIN AND STATISTICAL PARAM ETERS: STUDY OF THE LONGLEY -RICE MODEL
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This article examines the application of the LongRige model to analyze the propagation of radio
waves in different geographical conditions in the cointdé modern communication networks, especially
taking into account the deployment of 5G technologies. The LoiRjiesy model is an effective tool for
assessing diffraction, scattering, absorption and other factors affecting communication quality.
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It's quite difficult to work in organizationaithout mail these days. This article discusses the process of
implementing a mail server based on thmibku Server operating system.
Keywords: server, mail servergP o s t, BMTR &
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The article discusses the features of the application of controlled coatingsnnaatdéehnology. Their
tasks, composition, principle of operation and application in various types of communication.
Keywords:controlled coatings, intelligent coatings, adaptability, communication, metamaterials.
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The article examines information sgets as a tool for working in a modern society for study, work and
business. The types of information systems, their role in a modern society, and the prospects for the
development of information systems are considered. Conclusions were made that iarthenith the
development of technologies, the role of information systems will only grow, which will require highly
qualified specialists and the ability to adapt to new conditions.
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METHODS OF PROTECTION AGAINST HACKING: ANTIVIRUSES, FIREWALLS, IDS/IPS

Drobolyuk S.V., Kalashnikova A.A.
MosUMVD of Russia named after V.Ya. Kikot, Moscow

Computer technologies are constantly evolving, as are our relationships with them. Ehefissitia

security remains a pressing issue for many people. Currently, crime in the information sphere has
increased. Social network accounts are often hacked, thereby criminals get the opportunity to extort
money through blackmail. Hackers steal not ardgrs' personal data, but also restricted information from

large companies. Hacking has become a common occurrence, so there is a need to take possible measures
to protect the personal data of individuals and organizations. The task of data configéntatibmplex

task in itself, but necessary to ensure the safety of the population of our country.

Keywords:security, device, personal data, hacking.
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ARTIFICIAL INTELLIGENCE IN EDUCATION

Dumnov LE., Kosareva A.A.,
ANPOO "College VIVT", Voronezh

This article examines the problems and positive qualities of introducing artificial intelligence into the
curriculum of elucational organizations. A way to improve the approach to learning. What is required for
this and an example of Al at the "VIVT" College is considered

Keywords:student engagement, personalized learning, artificial intelligence (Al), education, assessment
personalized programs, student
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THE DEVICE FOR COMPENSATION OF MULTIPATH COMPONENTS
IN A DECAMETER COMMUNICATION CHANNEL

Evsyukov D.V., Kotlyarov P.Yu., Sturov D.L., Sukhov V.P., Mezhuev A.M.
VUNTS Air Force"VVA them.NOT. Zhukovsky and Yu.A. @garin’, Voronezh
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The summary: In a type of geographical features of the Russian Federation the decameter radio channel
represents an effective remedyafongdistance communication. However its wide use is interfered by
such factors as bulkiness of the equipment, complexity of its operationgbaeity and reliability of a
communication channel. Nevertheless, active development of modern elementolpasieg progress in
technology of decameter communication. Earlier wassiciered that other types of communication will
surpass and will force out means of decameter range, but actually the interest of producers in these radio
systems only grows. One oé¥ problems of a decameter radio communication is multipath distribution

of waves on a comamication channel and an interference of signals in the intake, the ionospheres caused
by repeated reflections from not uniformity. If the signal on an entrancheointake appears in an
aniphase with multipath components, then it will lead to total disappearance of a useful sigaliedso

dying down in a reception point. This work is devoted to development of an adaptive way and the device
of the reception ofignals in a decameter communication channel providifigcteve elimination of
components of a multipath of attendants reception of a useful signal.

Keywords:decameter communication channel, pulse characteristic, multipath components, sounding of
the chanel, period of quasstationarity.
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Mamisjdr HdeY e Mfjujdd” BjLcyONdsnhsd, E§wOsdjddy
tcOB Sl s ilsfcfzd fdf &e's o .sfdzatso dz" | 1 Rsedf @S, d dalsSj dzstePAd d f SH 6 S ls
dde¥ cOfMlstczC skzter , EfmMlsOdtsestlk d dOMbtes2Clkz ftocctcORBdhksE S
Mty oddd3Odzedjy EHjdzw jlfw e ddegsmlswdz tcOBBIsT fp
OHd@3ddzd Mistedtetse Oded W HdzW B JBIEOYJ QO tzénd HinsehY vOEEJ
tedmMCd d Mmdztsy desflsd, Coltster | Bsckzls oL dzd ¢ dzz s ) ]
by dioydd 5 drn BJddBdL Oydd. 1 L OCds yjddj YBHYJT
fMtej HMMlsoe O HdzWw MBLHOddY BJ UsEt@ipRis2Mtedl H ZOH jipfdedPse B s
ftesdLotsHdIsj dz desisd d Edzkzyh jdds EfttOodzj dzdvw tj MztemOdd
sdz¢t Yy o' JReli@Beslin®e, MdMmlsj B30 OHBJddmMistcdtcso Odzedw, kWL oddsHh

IMPLEMENTATION OF THE REDOS ADMINISTRATION SYSTEM
IN A CORPORATE NETWORK

S

Evtikheeva N.I., Pokazaneva S.A.
KT "MTUCI", Moscow

The article discusses the processes of implementing the RedOS administration system in a corporate
network, focusing on the benefits of using this operating system to ensure security, manage resources and
improve employee &€tiency. The main stages of RedOS integration are described, including
infrastructure preparation, software installation and configuration, and personnel training. Particular
attention is paid to the specifics of working with network services and adratiist tools to optimize
processes. The article also analyzes potential risks and difficulties that may arise during implementation
and offers recommendations for their minimization. In conclusion, the importance of using RedOS as a
means of creating a safand reliable corporate environment that promotes productivity growth and
improved resource management is emphasized.

Keywords:RedOS, 'Linux", administration system, vulnerabilities.

lojHiddfsi BO OHBddzd Mistcd tctso Odzed™¥ RedOS Y tejH
ttOLodlsdd BlsjyjMmlse j dzdesets f tosectcOBBdse s 5B j M j U.
stcj Btso Odzd?2 tkmMME et BdL dzj MO. t OL OB t5ls OdzdzOW g1
fsf zdzv cdestisOtcv B AT 5 2 OHOf Isd o desfisd, dzOH j ¥ dzts i
BJLSYT OMmMdzesMmis(d, Yysts HjdzOjIs jj dHjOdz dg@ &5 toj h j ded
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otLtcOMIsOs h j2 L OsadMmMddisMmisd Bted OdzdL Oyd?2 tsls d da¥ st
dZOH jy dets? d BjL s DmMipghis il chlgPastdzflsmw syJj o dH dzs

RiMststedw ftesdmMatsyHjddY ReddS cBABOEROM s Odz0
CGdzsB OdzdL Oyde d tOMmlskhizs §tslstcj Bdetsfyls! o dzsC Odz! o

sjrdesdzsed?2 oL ddS d&zO dHjJjWw fMtsLHOIs!s lﬂS;’ls;tel.O@tdlBBizbdblZ(
tcOL tcOB SIsC . [ mMdzs o dzO W LOHOYO L O¢C dzt yoOdzOMm! )

LWWiSkdody 2 ddzMmistelzdsj dgls Hdzw E§ eO@o dzj dad W te,;fr]lztefr]On
fsH MEiydW¥duimSdy GobtjBdshsd ©OL ddydddS st
Euydlsr o Odzd iy CO¢ d&kzyhdd dBdtetseor j fteOCIsdSd, IsO¢
M smMtsBMiso so Odzs ML HOdzd® JtesHECISO, BGlseo jyorh jets

N

t dMzda=Y Milsj &30 OH d3d ded Miste teso OdzdW¥ Red OS o ¢t

4 @Bsdaj dzls OsMipedsjjdzds" fRedOS L Ot S tsd3j dzgH s OdzO T,
ColsstcOW Emf jhdes dMmfsdz LEzjlsmy o WddoOdhmtse 7 &
Ctezfdz 7 Cttf steOldody 7 MstezCkZwOR.

lteddzydf Re@®SR&EOS { Ists 5§ j tOyd sdedzOY Mg mlsj BO, ts
WH®Y® nux, dq tttdj dilsdtese OdzdzOW dzO o' f tsozdzj dzedJ L OH
Mdmlsj BOR. [d&O tOLtOBskO0dRO M bkyjlsd Nfjiyd®ds
dzOH j ) dzlz ® tcOBBISE Hd&Y ©WOLdJydr » fteddzsy jdd?2
zZ3OMh IsOB O.

[ Mdzso dzr ydifftcd dzOB SisT RedOS sy dets tcOLHj dzd s
O jSlstso :

1. [ sHEd dZOvY OttrndlsiSClskztcO: RedOS dd&jil a&ts
OH®BI dzd MistcOlsstcOdZ dzj e ¢ B8 HBBOO dzW Is! d ZOMmlstcOd o O
LOe dmd ksmisd sl { s teg ¢ a@stfiply 2 ®efj igl mOd o Q@ jsk©® o tsL dst
cOBtSls [ 4 HdY Cdftejlsd n» LOHOY.

2. uo d&3j Mlsd dfdyfiakzts fij didivrsgx ) sMStsd Sz RedOS
Linux, tdO ftsHH]jtydo Ojls B wffded dftstafijlsdads? fipls Ol ildctdsixiz
sL Z0yoO slic,c Oddd s Oydd dhsckls dmMf sdz L s9 Ols! Mkh jMise b
ddzsj ctcdtetso Ols! detse " j Isjrndesdzsedd BJL L dzOydlsj dz dz

3. Rdzls j oW j2f) Hdzv OHMB]ded Misted tctso Odad W : RedOS

ddzls j oW j 2 H dz'ts o Oulzdfef ded Mylstsd e f totsh OjIs kf teOo dzj ded §
tcOL dzd ydz' d3 Ztetso dz d3 f sHesIstse € (. sl JydodzdL d tets
OHBddzd MstcOIsstcOdz dziclts C(tdsttsdzdtess Ols mMdlsjor j
sBifMfiydeOw EZHtBdzr 2 HsfWE. ¢ dj sBrtsHd BB &3 W k& dzS

4 . 1dLtsf Omdetsfls d EftOodzjdedy HBMIskZY sd3: Re
sBJ MY § wd ded w or MsC tséts ktotso dav BJL S OMdesisd, Is
Okl jdlsdWdseOydw todz Lsoa0Olsjdzj?2 d hPhdWtese Odzdj H O
ddet stc 3O Ufigiztc figlr tegte e Odzed L Oydd sls dzi MOdzS yd sdzd te 59 O dzd
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{ ik dio Rt L Oydy fsd L tse Olsj dzw

5. [ sdzd Issted dza d i tOo dzj dzd J ftesdL o sHdIsj dz
Bsdzd Issteddzc © ftsLodzwels wslsmdzjydo Ols! ftosdL o sH]Is,
o iz dzd Mistc OIs st Bsckzls § sdizkzyols! Mtstse M jdedw B (1
tcd Mtemtse d MmlsOlskzMmJ tcOL dzd ydz' n mMitcodmtse , Yyls s
tej " jddd f§tetss dzj .

6 . I SHHJtYGCO odtlsikzOdzdL Oydd: RedOS {ftSHHJ Y C
fssdzv jIs 1+ WWJjClsdodzs dhf sdz L ts9 Ols+ toj Miztemr i to:
JqdW cOfMlstczC sztes?2. Clsts st j dgdes 0 Oy dgs HdzW B tsdzl b
odtelszOdz dzr dsd dBOh d OB MlsOdzso dlsmw dzj sB - BH d B3sMls

7. [Bdzsodzjdzdw d f§ tsHH] toSclzdzvReadd QS tsts Bigtshy g izf{ o
BJLEBYOMdzsMIsd, vyt cOttOdsdizjls O0CIskzOdz desfyls: d |
cOLOBIsYydqi s Lo jls tecOddL Oydqwdy BT Is! o
sMisOo Ols! Mw L Oh dh jdzder d3d o + WW jClIlsdoedz dzq .

Clsd GCdz¢ ydsydif " f efOoB SIS RedOS HJj d&zOt Is JJ LW W
OHBd dzd Misted tetso Odzedw o Ctelf sSteOIsdo dzts?2 MmJjlsd, B4 MY
ftesdL o sHdIsj dz' detsfls . l dzj Htc] dgd | H O dzdats 2 fr]cffr]ls‘;dz,r

ftesyj Mmr k¢ tcOo dzj dzadwe, " frimdf L ds' i Hed i SWAW jdS Ifd o dats fiyls ¢
ltesyj M tcOBBB RO JIOEMIs | 3 OH B dzd Mistcd toso Odzd
jIsd o9Cdz¢t yojls o MmMijBw dzgjmMEtsdzr €8 Cadlz6 yjo'nmn 1 50f 5
j MztecmMOdzd, BJjL s OfmMdesMis! HOdegedd2d Mg ®p f dy DT I
sOdztse € O d CodWdekzteOydw fd Mis j d3r . 1 O 1 Issd3
h j Mise Zedhdi¥ste OIfisteczC Isktclz d ftcjHjdzwels Istcj B so Oded
sOdetso € d By jIs Brls! orf ftsdzdgj dz M § sdish i Is df dzimigk
Lotsdzw jIs Qoalts®BOldL Jteso Ols EmMsOdzetso C &2 Hdzv  d3dzts y
j o SdzOyYOdz' dzOW dzOMistets?2 C O MdMmlsj &g, o ¢ dz¥ yoOw dzOMm
Lsf Ofdesmisd d Eyjbder j LOfdMmd §sdz LtsoOlsj dzj 2.
sdzj HEE W Jdd3 9o Oy dzr W3j 8O § 18 iztc Ovooddg dzd J fsdz L s Ols
Jded MisteOltste’ ML HOs s Eyjld § LOfdMmd §sd L se
jdww 00O HMkzfO ¢ tjfMmMktemMOd MmdMmisj d3r .
deq’teisaOlsJ, COCdj ‘tajdpzQuf"r {fdidso! zLists 98O ldsj' dzWddhff, ts
d BJjLBYOMdzsMIs! HOdgdz" n. 1 Oy dzk¥ tetsdzr o
dz;dzq’ci e MztemMOd3d . g dMmlsj 3O ftcj HsMIsO0 dzv j
sSHdIsj dz2 detsmisd, ZOctekzL S o fipg Qlsls vdazdyy o fipjj lsl
oydqw f sBsc O Is OH BB dzd MIstc OIs stc O d3 st lsd d3d
ftojHjdvis! tjMmkztemr Hdkv o h jddvwy tBh j2
jujdedj BJLGBYOMdtsisd Weodzv jlsmw dzj slsi j d3dz,
O dZOMIstcOd o Ols BtcOdzH d30kz1 tc d dMmYf tsdz
dets s d sO¢dj C0OC Odzssdoedtelkzmdz j ftesctcOd:
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tdekdzwtcds | BBdzBo dzj dzedw MmdMmlsj d3r wWodzwe Isfpw o Oy dzts 2
Il ftetsyj M jtoOBCEdsf o dEO S sdz! L 2jIsw o dtelszOdzdL Oyd
RedOS {f(tHHJjt)YdoOjls Ikjrdzsdztedd odtlszOdzdL Oydd,
o dJlszOdz dz"@ i3 Mjteo jtcOdRBd HdzW ©WOL dzdyder = §tod dztsy J
ZOMIstcOdo O Is d wBdgsg dzviftisd dziizy Bz ®®Hd yYlsts Mftsmtse:
OHOf IsdodetsMisd dJdeWtcOMstezC Iskzter .

tdLjtodetsjy CsffdteseoOddd d J b fMitple@ s oCdigddsdjy j i@
OmMf jCIs ttOBBIsT RedOS. uwdMmkjdkO ftLotsdv jls tstcd Odzd
H Odzdzr =, Ylsts jHtojrslsd tsBFf @« ) Mz yoj dzi ftcj Ho d+
dzj sB A tsH d d3tsMils d OHMBJd dzd MistcOIstster BsElzls BM Mistets
Bdded 3L Jtekzw otcj Y ftosmissw d § sfdzj HMlseadw Hdzw
fsdz LsoaOlsjdzj?2 detOsls o Oy ezlsy dzdeds dzZR e b O Sk M 1 O xaiztsi
sBkyjddj HAY d Lto0Olsjdj?2, ybte' ttdd d&tsedzd !
ftcOaddzO BjL S OMdesisd. v jrmrdzdyd MECOWY HBHHJjYCO 5
otsftesmMse d ftetsBdzj d@3, yYybts Mhgmsgfigsko zj s MisOB d dz' dat

s O0Cdd3 tsBteOL 53, o dzj Hicj dzd j RedOS o Coteff stcC
f sHEBIsse € d d f dzOdzd tetso Odad W dzts B dzOG tsH OtcW Mot
ftoj HsMIsQo dzv j s BteeOdzdL Oyqdqw d3 ey dzj sBatsHd A& J d dzl
Zq tcOo dzjloisfty 3Oqdf sdzdz” oz toj MiztemMO d3d . dlstczC sztedtotso O
M smMtseMmisokzjls BOSCMdBIL Oydd f totsdde¥ 5OMlsip L Ksfglsd

VWL o ddem®dSE 0O¢ d drBOwW ©fjttOydsddow Mmdhmlsj 30,
EwiLoddsmisd, Cslste’ | ts&@3®dzzls L Bzs k& d3r " ddhg oz CLO d3d H
dzj MOdzC yd sdzdtotso Odzdetsets HBMslzf O ddzd dzOtekzh jdedw to
tcOMf tctsMistc Odzj dzdz” n EwviLoddisMmisj?2 oCdzs yoels tshdsSd
o' f sdzdzj ded¥ fHtosdL otsdz detsets C SH O Htsiigls 2 OdzzQy j pd fyls
e MzteMOd3. v OCY] OCIkzOM d BEvWLeddsMmisd, MmMeawL Odzdz
Ylsts By jl (Lo tsddl! Lozslzdy" hdzj deded S 2 o sy sdz! L
Zuyd lsder dsd L Of d a3d . RMf sdz' L s Odzd j§ z flsjodedi e " of -
Colf sdzj dzlstse M Isj 3" sO¢Y] ftojHMsOadvjls tdms,
ZwiLoddtsmisd, ] dzj y ©h d j {erjl]’dzIzOlsOuo[q’. 1 51 Istsd3lz
fdmls j & BJL‘SI{) detsflsd wodzwe Isfqw Ctodlsdud MSd o 0Oxdz

J
J Is

fr]w
d f
SH
oM
9 Sl stcOIsd o dats ig]

[ JIstSHT ftoj HES Oh jdzd W : [ dzw i
sBd My dujddw JjJ BjLBYfOMdshHisd o ¢t

1. t d Gzdzv todgr § tsB dats o dzj dad W d
M Misjdd3" fted dztsy j ded?2 Y sdBscOfls EkMmists
1 CIf zZOIOyYdd.

2. 1 OMtes?2 €O ftOo HemMiszf © ( Btsdzd Is tste d dzG '
ftsdz L s Olsj dzj 2 d dmf sdz L s Odzd | mMdMmilsj d3 d&Bsdzad Istst
CtedIisdyd MS d frpz@eid@ dziz dtc tslsmdzj ¥ d 9 Ols! fsHSLtdIsj dz! dzlz

3. [BEYyjdedj MmtslstckzH dzd € 5o : lteso jHjded § t6f Gz dzv
fjtemMsdzOdz0 BRSOl ftsor Mdls! sMme J HsRdzj dzdzts s ! [
Mz yod dzj MOdzS yd sdzd tots o Ghdgfatsccdse .H sfiskzf O, sO¢d] ¢ O
lijtejyjde? dMmftsdz L so Odzadets?2 dzdlsj tcOlkzter d dMistsyded S tso:

1. ddHEBStcs ¢ . 1. 1 JLBf Omdesls: d de¥¥ tstc 30 vy d drdg Brdztsly | Aff dssmssedd]
ddHBBEBBME 9 0O: RLHOIs jds diffscorsizéc?) 6daL iy 1fn
2. vuvddsWijo 1. ¢-Mdlindsy e jodzdsjd jBligatjx § sMss diulB.r:. ¢rRL HQ@Isdged
3
f
4 .
fn

s
Isd .
o to JHBSIso O j dzd W
f steOlsdo dzts?2 M,
Olsyd: HotS] 9t

tc
tc
q
Odzd Is! dL e j Misd

1 dlsj toei,1l 220 1 .
MOLdlssdzse . ¢. Jsddlssteddd d Okzndls MAME] dg. B nOEH 6id
sMCo0O: RLHOLjd Msotsitd OgYydzOY CdzdcOe, 2022.
[OFYEROY HECEdj dsOydy RedOS. RrflstydEsy dbEd swBod d g0 ils
dflsj & ([ shiskfds @O MOl ©OLLOBSKY]S O) .
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] MisO! j O&Od&JL tekzs sfjw OCkEzOd d j bkéttsL' BjLtf OMdtsi
sBMlzy HOE Ismw BB SSHT dn ftcjHBIso teOh j dzd v . I mMsB 5§ 9 dzd

ddzdzs o Oydsdeder 5 §BHESHOG & LOhdlj HOdgdk &, HSBEZG®, S C
i sd LseOdedj BdsCYj2d0 d dmMSkmMmse jddscts ddls ddj
ftojHMsOo dzj d¥ tjLbd SOT 1 CMfjteddsjdelstso 5 h g toso Oded
AES256 d ftoddsjdaj ded® BdsSCYj2dzO Hdv LOMNdl! BjlsOHO
ftoj Hdzsy jdede’ o BjssHse, d52 fwjddkkh jmse O d atSLd31s>|der 5
S dzf ud o' jB dgsifisg O dz, d MEC kMmMmise Rudade dAds O dzlOjdattalz =G s € dB jteB j L 5
sBdzOydz' § of g &wPdgdRdzisy B iMfjudddy (31 [), hdWtetse Oded .
DATA PROTECTION METHODS IN CLOUD COM PUTING

Elkina E.D., Morozov D.G., Rodikova A.D., Kovalenko T.A.
FSBEI HE"PGUTI", Samara

The article analyzes current threats to data security in cloud computing and discusses methods to prevent
them. Special attention is paid to traditional and inneea@pproaches to data protection, such as
encryption, access control, the use of blockchain and artificial intelligence. As a practical part, the results
of experiments on data encryption using the A58 algorithm and the use of blockchain to protect
metadata are presentedhe effectiveness of the proposed methods, their advantages anbleposs
limitations are evaluated.

Keywords: blockchain, artificial intelligence (Al), data protection, cybersecurity, cloud computing,
software (SW), encryption

[ B dz2yj or ydmdzj dzd v M ¢ B5H dgw wg dzw 8 s fpw C dzs
stcOdzmW stedZOYJ d o s Bdzts ¢ d n slstcOMmdzv -, 9 C dzs yow
CsMkzH OteMise j dzgdesy] R Az tcP® izl dzy tf dzts M Is ! tsB kZfdzts o dzj dz
L WWjCIlsdoe desfpls s 5, BOMh IsOB dtelz jdgsts ' ©C ls[d o HiAsf s zdf figfists
sB dzOydz" n Isj ndesdztse d 2 HjdzOjls dn sBi jCIstsdz dBdetsc
o Cdz¥ YOV dzj MOdzS ydtsdzdtetse Odzedz’ 2 WMk, ElsjySk
ftesctcOBBBdesects sy M juddedw (1) [1, Mm.112; 2, fi .

4 tomistd OOy so BLIOY desMis! ©OL tOBISCd 1+ WY ¢
HOdzdz'sh . SteOHdydBsdeder &5 § BHAEBHOA, [SOSJd §OC hqw
HSB Oo dzVv 6 Isfpw  d dedztseo Oydtsdzdze” j Isjm desdztse d 9 Cdzs you
Cobtste’ | fsBscOsls tojh OS8, Mo &4 t5j dece’ ). 71 S0

{ O BOIsted o OV thdsed j bketL! BjL s Ofdats
tcOMmMf osMistcOdzj dzdz" j, OCd] C0O0C dzj eOLtcjh jdadzr 2 HBM
d eotcjHBdsMds] 1 [.

1dteOL ey jdedz 2 HEShs@&O Yk JjH Oodzdal iy dsj ddd yvIs jL2Q o 1

HydzOjIs d=n EwiLodd3 a&3d ¢ OIsOCOdBE dz0 MmdMmlisj d3" oF:
RMisdz LsoOdzdy MdzOBr 7 fOtsdzj 2 d EfmMsOjehdr (to
Zlsj usd HOdgdzr = [ 2, M. 45].

OO d ¢ yd dztse j SO Ists iRIstiSH]d dzjtefylz 1 ji fiplg 81 @ jj d3"HJO dAfl
BJYHE ftsd LtsoaOlsjdzjdd d B d&OYyd &3 M tce j te a3, f SL
ddeW sted3Oyd® ddzd o detsfdls! o dajJ dL d3jdajded™ [5, M.

ltoj Hsdesmde[jtclz ] , stctsW dzr -h W tetffcte ®azs O dfds'd d MY ¢
L dzslz 3" " dzj dzdzd ¢ O d3d HdZW Yozs &Y tots fi3) IstOMmEeaf dsB df@ dzlz y j
CtsdzW dH j dzayd Odz! dets?2 ddeV stedsOydd [ 6, M. 15].

4 totsMissdz ketesL oL tOMSOjIs o 0Oy dztsyls tcOL tcOB
H Odzdz" - . s StcOHdydBdedze” d3 § SH - tSH Od3, sOo¢dds ¢ O¢C
HtsB Qo dzv ¥ Isfypw  d dedas&®qqf G ozdzd § dzisy@Wz B zsC yj2de d dMme
. 15 BoOomipdzsSSted &3 dzj S slstster § dL  dzd - .
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ZzZdWtctseo Odzd J T HI®OEzdsA ds o 52 L Oh dIsT H Odzdz" n , i

fijtciHOoOj 3" B dWBBGJstedmids!j. B3 ss256, s@edmnyJadosMES
Me stesMmis! tBteOBISSd d dzOH Y desfls: [ 3, M. 32].

ssdEs e dz sy @S sstcdzOY Okl jdlsd¥dsoydw, df
f Otetsdzj 2 d tetsdzjo' o ®sHjdzj?2 HMsEfO fLotdvsls o
Hsfqszfy© [ 4, f.55; 7, f.50].

v d s & s B dzO tc Hop|jjdded"d o lsaslsg® s d L d tets o O dzdzr j d
Bsded Is sted dzg O OCIsde detsfils d , sO¢dj CO¢ | DS/ | PS
fsHBLidlsj d dzzs OClkdodetsimls! d fwjHBslsoatOIsdls! §sls,

) dzsC WjRdgEsj dzj ded j Isj R desdzsedd B oSS Yj2&z® j &5 5B
fMsL HOI! HJjyjdlstcOdzdL 59 Odzdzlz®  d dgWQeiCHirj Is2ts ZI£ s iz de [z ) 3 s
nlhd HOdgdzr n, yYbsts HJd&ZOJjIs dzjotsL @ISy dzr &3 dr- dL d3d dzd
. 447 .

RMCEMMmiIse j dzdzr 2  d ddfstg Ldmdag ks Is( RR ) o Odz! detsd3 o toj ¢
foz L soOIsjdzt MC k¥ OCIsdoe dztsfmls! |, 9" W o Wl dQ dztdnod@ndzd] d
dmfsdz L 28 sfqw Hdzw L OMdIlsr COC CttftstcOIsdodz n, IO

ZdWwttse Odzd 4 HOdzdzr = M 5 Iis dztc O g8 O Bzd jodp M Az 8 59
cOL OB SIsOdz i tctsls sdsWityf s 0 @Makdhvs j dH O dzdz” - m L8p sdz' L
tJOdzdL so Odedz" 2 CtsH fwsLoatsdzw jls LOMNdWtetseo Ols! Isj € Mmis:
~ntcOdzd dzd P § .

from Crypto.Cipher import AES from Crypto.Random import get_random_bytes

# |1 ddgj Oydw ¢ dz¢ yo

key = get_random_ltye s ( 3 2) # 256 B(dls

cipher = AES.new(key, AES.MODE_EAX)

# zdWktse Odzd J

data = "ltddite LOMdh jeBY2r = HOdzdzr =" . encod e/

ciphertext, tag = cipher.encrypt_and_digest(data)

# l T 9tsH tcjLEzdz sOIsso print (" tdae8])dzOadz' d
print ( ") O W tctseo Odzdz" § HOdzdz" § : ", ci phertext) proi

print ("RIEZqUdOddL Oydtsdzdzr 2 oj CIstste (nonce): ", cCi |
tdLzdz O™ CtHO: [tededdzOdz dz" §j HOdgdz' j: 1} todd
-1 Oh d W tets o O dzdz" \¥93utbIxdadzd)ea..\x01"
-5 dzv YxalWp2x7f.. \x9b'
U ¢ tots WEOKSE. 4kdf b
-Rdzd ydodzdqL Oyd ssdedzr 2\xf@.jx8dlstste (nonce): b’
ltoddsj dzj ded j IStcOHdydtsdeds” » d ddzdzso Oydtsdedz” =

o ydfmdzj dzedwrs ftsLodwjls L dzO Wdnszisdylsdzts iz tof o ' t@f@h 19 dzd 4
Hi Bsdemistcdtelzjls or MsCkzs ftesdL o sHdIsj dz' detsfyls d
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The artite discusses the possibility of calculating the potential distribution using the Liebman method
using the Excel spreadsheet processor.
Keywords:potential, Laplace equalized, function, linear interpolation, equalized.
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ANALYSIS OF TRENDS IN THE DEVELOPM ENT OF INTERNET OF THINGS NETWORKS
Zhukova E.l., Evdokimova A.A., Istratova E.E.
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FSBEI HE "NSTU", Novosibirsk

The article presents the results of a study of the features and results of using Internet of Things networks.
Based on the analysis of this teology, the requirements that this type of network must meet were
formulated: low energy consumption, reliability of network organization, high level of information
security, high speed of data collection, processing and transmission.

Keywords:analysis development trends, Internet of Things, requirements.
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DEVELOPMENT OF ESPORTS IN RUSSIA

Zayakin Dmitrii Olegovich, Kryshanova A.Ev.
KHIIK (branch) FSBEI HE'SibGUTI', Khabarovsk

Since ancient times, the phenomenon fdrs has been actively developing and is one of the ways of
competition between states. Nowadays, much attention is paid to sports, from sections and additional
classes to Olympic teams and Olympic reserve schools, but since the beginning of the 2fyst centu
computer games {gports) have introduced a competitive element, which today attract a lot of attention.
The article offers an overview of the current state and prospects for the developmspbiéén Russia.
Keywords:investments in the developmteof esports, sports infrastructuresports, computer games, e

sports leagues, professional teams, developmenrspdrs, Russia.
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ltejHMsOoadzj dz fteddzjte HtoscteOdRRABdes? toj OdzdL Oydd W ikzdzeC
dmf sdz' L tsoctimdjlskzOOJAE S ) tod X d d3d cCBC, 5B J 9
Yyd dzs s dats fyls ¢ dde sted3Oydd. ] LOde*fu,szq’q’ tsB 8
dzj sB R tsH d d3ts Mls LOMdlIsT COdOdzse MmoeawiLd d MmdMmilsj d3
sBdeso dzj dzgd W Hissow@" jflzdy S zZEOISOyYyd2 EwiLoddismisj 2.

sdzt yJ or JufMmiAES, ©O:CdBjteB i L s Ofpdesmis: , 1 [, hdWttseOdzdj, Lkc

THE IMPACT OF CYBERSECURITY ON UAV FACILITIES

Zobova E.V., Kotova A.E., Kovalenko T.A.
FSBEI HE"PGUTI', Samara

N«

This article discusses approachesensuring the cybersecurity of unmanned aerial vehicles (UAVS)
through the implementation of data encryption. The types of threats are considered. An example of
software implementation of data encryption and decryption functions using the AES algari@B®C

mode, ensuring confidentiality and integrity of information, is presented. In conclusion, the current
challenges of cybersecurity, the need to protect communication channels and data storage systems, as well
as the role of regular software updateptevent exploitations of vulnerabilities are discussed.

Keywords:UAVs, AES, cybersecurity, encryption, software, threats.

] &OMmlsswh jj otjdv ©OLodljj ofMmjosL dsyd o Is
fls 5 dzC dglz dzd M+ ) Y[fdicd WP CUzd elzd FdEOY B Bgeliplizs? , MBPOLJ d [ M
I 0 dzj ©OMMBOltde Odsfy! SOC fMjte! jLds] sekydj,
s’ iy dH s o @ uikdajdrd s MW j cOr dzOM j 2 ydL
J¢d)3 Isd ndesdzsed?2 d ko jddyjddd Jhft
dz

g ©OLoadIsd
Of tOIsse (11 ] ots TdiEds G dorts j gl W OFH 5 1T © BO B @z €
CdBjteBjL 5§ Ofdesisd §tedsBtejlsOsls Ctedlsdyj M L dzO
UJtGJHqu’ HOdzdz" = d ~tcOdzj dzdWw ddeW stedsOydd MmMlsOowls
OB’ 11 [ i3t BMipEBK | OMf jSIs' oddwddw CdBjth
Hav R LONdlT

1 1Jt94 9 Ols L tcOo dzj dzd v : { Hdzts 2 dglL Cdzs yjo

L dzszd3r h dzj dzdzd € O f sz ydls' Ctodzlstetsdzr dzOH Of f OteOlsts
OO¢ dz0 Mmd mded 3" d dzepdo®@BiGf js H d3j dz' CostecH d dzOIs sls{f to(
1 jtej noOls E{f tcO©o dzj dzd W sy il fHtde j Misd ¢ f slsjte]
ftoj Mlskf dzr = yJj dzw n. ]l dOmlksswh jj otejdv Mmkh jMmsek
cGalilece ( [ @ tetsfts® L) , | EBEiboped 5 d(IstOR)), [ 1] .

2. 1 SHd3j dzO q’ H § YOO s Odetlzr M sdz? L 2z ls € OdzOdz
HOdzdzr =, 9 Cdzs yow odHjtsfmi j &3¢ Iz, Isj dzj Bj Istcds d € sd3
Btsy jIs f Lo tdzdls! L dzslzd3" " dzj dzgdzed S Oz  f j toj AdBz®IsT 9 O
ddeW stcdzsOyd s, dme oy ow otsMmftcdwisdj stf j cOlststeso [ 6
o' Lo 0Ols! HyLddeW stedzsOyd ® d dzj f cOQo d dz' dz" § ted M jd
1L Ctsdesdsd yj MSd2 EHhHjte yYjtejL Yslsjtes tsBistokzHtso Odad W,

3. dblsOCd de®j § tsBd th)H Edgdedzd | : 1 dzsz d3r M dzj dzdzd € d
EwviLoddtsmMisd o fteshdoeCj ddzd ftosetcOdRBzdsd B j MY j U,
gdzd EfmMlsOdztsoe € j 9tcj Hsetsmdzsea s 1 [ . HztdsofedgdHsY" d3 i Oz
ftetsGtcOBBO § toj H dzOLIOED ) dBzOiddvL Qf jldag GWodCE @ ¢d3j[M5H] 2 s

t OMMmdi3e st jecdpp™ L Odzdz" | M CdBjteB jL S OMdatsils! 8 diBts
B4 e Hdzv B MfJudffedy BJLY OMdshisd .

1. 1 O dIsO© COdzZOdztse Mo w L (: t OLtcOBSISCO L OMdhH
OlsO¢ OHg, yw'Gs@eBSf i ng, d eodzj Htcj dzd J OIzlstzlstj{[Wq)qQqu’
wo dzw j Isfpw 90y dzj 2N ddzd LOHOYOBd o Emdzse dw -, o j
hqWtctse Odzed v , ydWttser o fsHf dmj 2 d o ~O0dzdL i35 9 (
dZOHY 3y dzlz¥ d Iz k20 offpcf IsCj d@ Mo w L d, Yylsts tsmtse j dad
1ff ¢ o otsjdedz" = ygJ dzv -

2. tickzdzvtcdes] BmBdtsodzjdedj 1 J: tJjcekzdzvwtcdes] BB
LOMNdKjd Isls Mtseotcj d3j dzdz" = EZctotsL . Clstsls fftesyj M dzj
Zdzz yh Ogfbo fictls j dz' dats s d WEkdC ydtsdzOdz! dets s fnd Mmls
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Codzstetsdzy tsBdzso dzj dzd?2 Y shiisecbkzls ftojHSISotcOIsdlIlss 1 € M
ZOHY Yy dzze L Oh dlklkz COdZOdzse MmeowL d.

3. RMfsdz! L soaOdzdy Mdmisj d3 BB dzOtelzy § detflzr  § IS tiz® wizjs
Mowird 11[] ¢ wBijMfjuydoOjls Htsf sdzddlsj dz dz" 2 ktetse j d
orwogdwilsy BEetesL', Cbtrj dzgj oMiJGEHO diydets o H
COC hdWttseaOdzdy [ 1l]. stdB3BddzZOydw | DS frn QHftdstgcoddezd]
Odzlsj dzdz" , HJj &zOJj s ff Pdz®Otiztz] Mo MHfsBdgd o1 di3gd ¢ Mse o d3,

4. zdWttsoOdedj HOdzdzr n: RMdz' L so Odedj Mtso toj o3
RSA) Hdw fjtejHOYd HOdzdzr = LOMNdhOjIs drn Bl §Jjtj n
o@ ftoddjte d&Oh jaets CsHO I dffftefso @aad v ts Mz dedz” - ) Is O
CodflstsctcOWdyd MEsets OdzetstedIsdZO AES. 1 HJ My ftcj H
fls s to ts dz’ ftesmilss2, sSHdZOSCts (Mdzd f(oihdtslst] Is! dzO
sBiMfJudls! L OMfH &J dedzetsfls

from cryptography.hazmat.primitives.ciphers impBipher, algorithms, modes

from cryptography.hazmat.primitives.kdf.pbkdf2 impPBKDF2HMAC

from cryptography.hazmat.primitives impdrshes

from cryptography.hazmat.primitives.padding impgeikCS7

from cryptography.hazmat.backends impaefault _backendmportos

#A z dzS o dayj dzj eOdgdag® fm dztf © jo t fipts dzd

def generate_key(password: str, salt: byted)ytes

kdf = PBKDF2HMAC(algorithm=hashes.SHA256(),

length=32

salt=salt

iterations=100000

backend=default_backef)d

)

return kdf.derive(password.enc@ile

#A EdzC ydwd W tc ts o HO@zGEDE ~

def encrypt_data(data: bytes, key: bytesjuple

iv = osurandon(l6) #u4 dzz yOd dzC Haf yd OdzdL 0yd d

cipher = Cipher(algorithms.AES(keypodes.CBC(iv), backend=default_backend

encryptor = cipher.encryptQr

#r sB Q9 djlsdgdsjz f tso

padder = PKCS7(algorithms.AES.block_size).pa)der

padded_data = padder.update(data) + padder.fifalize

encrypted_data = encryptor.update(padded_data) + encifypdlizg)

returnencrypteddatg iv

#AZdzC y O Mmh d W 6 ©®azdzq ~

def decrypt_data(encrypted_data: bytes, key: bytes, iv: bytds)tes

cipher = Cipher(algorithms.AES(key), modes.CBC(iv), backend=default_bagkend

decryptor = cipher.decryptQr

decrypted_padded_data = decryptor.update(encrypted_data) + decryptor(jinalize

#U H Odzjsdadnils Z f 59

unpadder = PKCS7(algorithms.AES.block_size).unpggider

data = unpadder.update(decrypted_padded_data) + unpadder.fjnalize

return data

# [ fn dzts oBdaRPSc tOE0l3"

if _name__ =="_ main_:"

#r Odede dfwd W tctso Odzd W

original_data=1 ON dild d "¢encod€)

#1 Otcmdy j dzj teOdgsd O

password = "securepasswbrd
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salt = os.urandom(16) ¢ j dzj tcfPtzjdfd

#) J dzj OB OW te s O dzd W

key = generate_key(password, yalt

#z ¥ tcts o ©@zdzgzr -

encrypted_data, iv = encrypt_data(original_data) key
print(fy Oh d ¥ tc ts eH @diatEegrrypted_data})

#t OMmh d W te ®alztizO -

decrypted_data = decrypt_data(encrypted_,dag, iv)
print(f't OMmh d ¥ tc S0 @diatigiegrypted_data.decodé()
I 7 otse tc O A3’

D:\pythonProject\.venv\Scripts\python.exe "D:\py

3aludpoBaHHbe JaHHbe: b 5\x91\xcB\x \x15 " \x0eb\x1bY: \x01\x9d\xc6\xbh: \xf9'

PacundpoBaHHbie nakHbie: 3auuTn BINA

Process finished with exit code 0

1l L O¢C dzs yda(idte B § L sutfffOdnpdesdris p ©M wzO g j Sl g 4 " dzs6 ts
kB disdlyswcddz®idIsd ] Isjrdtdasecd? ML HOif ¢ § O6 O6zs:
S sdzdzed s dz! dzf § ted & d. WWiClsde ddOOd3 LN td JsddDkz dzvO!
B BJjLBYOMdsmMisd wodwe lsiw tshdats:
n kmistes2Mmlse. |1 Efmdzsedwrs Mo te)
§f 9. L CMY zZ2OOYdd .
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0
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29.11.2024).

4. Chou, C.T., & Han, S. Cybersecurity Strategies for Drone Communication Netw@ks.Computing Surveys,
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JRRS (WddzdOdz) aAg1 U JJQ@HdHZ{tGUVstRf@'HitGanlj)Iﬁzﬁ

Il 182 MOl | twoOmMhdslste dz Mf smtse kEfesh jddi ©OMYY stse
B sSsHESdE MS Excel .
sdzé yjor j M dzEr ©Oe | , Co3f dzj SMdz" 2 d3d IsBH, Cod3f dzj ¢ Mdzsy Mt
Ctod3f dzj € Mdzetsj dzOf tovdzfsjidsdffj., B OdzOdzfp d3tsh

AUTOMATION OF CALCULATIONS OF A SECTION

OF AN ELECTRIC CIRCUIT BY A COMPLEX METHOD

Isaev P.S., Vandanova N.D.
BIIK (branch) FSBEI HE "SibGUTI", Republic of Buryatia, Ulduwde

This article discusses a way to simplify calculations of an electicalit section using the integrated

MS Excel method.

Keywords:MS Excel, complex method, complex resistance, complex current, complex voltage, power
balance.
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bz stcdIlsds tcOMYY SO o Cdz6s yojls o Mmisw MmdzjHlzs hdj

-asflsOQo dzv jIsfpw BT YydzgOW Mrj 8O0 L OB M jdedvY yJjfd;

-s O HT 2 ddzj Bjdzls yjfd L OB dev jIsmwi Chiistslylslp] CIdmigus o
Msf tetslsd o dzj ded § d3;

-1 Odzj j sdadefss dz02Isd tsBh jj SCtdifdzj CMmdes] Msf osls
ydfd,;

-1 0 Bimdtso Odzdd dL o jMmlsdesets dzOf tow ) j dad W Eyomls
Eyomksttse 1 dzj SIstedyd MEts2 yJitd;

-1t dLejMmlder ds S dzj S Mde" &3 Mstf tetslsd o dzj dzd v o3
2ZOf oW Hzjudfiis € © L dzj CIsted yd ME B2 yifd;

-l otse jtow jd3 BOdzOdzl s h detsls j 2 ;

-ltesdLotsHdkmMY ftese jeC O ftodzzyjdeder 7 tojL zdzt IsC
Hd Oc¢ tc O dzd3) .

)| fMlsOls! j BzHjls tfdmMOdz Mftsmtse dhftsd' L s Odzd
f sdssh ¥ Cbtste’ n HMsPJtsAYas? Gfff d fQdepi- s5Hd B Bd
smdzse Odzedy dMratSHd = HOdzdz" . RMatSHd § HOdzdz" § ( 4¢

- OMBBBO;

Of W jdadd EYOmMsCO  dzd Cstedyd MEB2 yifd;

ltjqandzq’J o jlsoj2, 99 BBHW 9 J dzd yd dz M esilsd ¢

CsdeH j &zl O 5t O.
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OKpyrneHwve oo 12
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| HanpameHuwe U, B 220
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t d )z dadtRCM ~1ts HHOD dgdz |

1 sfdzj o99tsHO efMmMjnr dMatHd = HOdzd -, BkHjls
9Jleaj?2 (wd3z. tdm. 2).
X(L), Om
X(C), Om
X, Om
t dfMdEtswmyy s tj OCIkdodsy & MfhlsOo dwe h

I fesyjmmj ©OMyY kO BkHEkls dhisd Lsse Ols: Mw |
Cdsf dzj S mdz" = ud MQAwz d Ofas § @ Uc@lgf 'O ) (wd3s. tdMm. 3)

-g dztsy jNzdijdzj d3] dzls s @

-0 d3dats ) JNdzd jdzj o3 dzls 5 0

JrydOdef e HT HERN R L dzj B delsts o

T idzidfitej HT HEN R L dzj &) dels s o

I tsLo jHjsdthj HEN jets L dzjTdj dzs©@ o fylsj ff j dz

-ukBBO o OdejBOdyj MC R ddsicdg , O] PR dtc @d
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.|_,"n
t Mz dddSs L3y dz" § s jteOydd
] ftesyd MMy SfdmMOoddw OmMyy O dtseclkzls § slstcj BB
Hdzw 1 Istsets dz] 5B » 5Haffigisste t@fe) jOMslg dis  dj df) daff d3w Is © j dsjindzd wd dz

HOd dzgj 20 dR t.OMYY Is @ o sléoo jdFPsB R daissy o Mttslse jIsh
fswowlsimw dady . fisedisRf OSlOEH dasspitHdBEs §tesdLejm

tdm. 4) .

1 | [ [ [ [ ] [ [ [a[m] |
19 Onepavya 3 ¥ /
20 Benvuel | 2 3 1 3

n i Mma chl ml 123
b)) 220 10 8 | 341333 10 8 18 341333 18 (17,1754
3 0 [ROBpLEN -106,103| 31,4159 [-534,667 -106,103| 31,4159 | -74,6874 -534,667|-74,6874 | 41,5623
A 220 [RIGLEERY 106,573 | 32,4185 | 3454,95 106,573 | 32,4185 | 76,8258 3454.95 | 76,8258 | 44,9713
2 0 [NOlpiEN -84,6159 | 75,7134 [-8,90251 -84,6159 75,7134 | -76,4499 -8,90251|-76,4499 | 67,5473

t dmMzdEdCedAdsj 6 fted ) dzgj ded™ crRd3" e d Jjets fsdme

sO¢ & odHd®B dqL HtojHMIsOs dzj dedets?2 d difistaaxi€Clny 20
9" 9 BHWISMW w©Odzd § 99 jHY dade' § d wWOMMydlsOdade § L dzO"
EyOmlsS O « dzj Slsteduj MSs2 yjtgd.

(fMdzd XJj btejslkzjlmw BtsdzjJ Hdzddds] isfqipdOaLfd
MistetsyJ ¢t tcld83j A Is HOdz hj oftOo 5. Yy jdzse jC oL Odd
fMlstesS OF 18: 21 .

I sidzy or ftsdzdzj dzdvw s jteOydd, 2Ot ted d3d to, z d3dzts
sted3i) WhtedBdedzO o wyj260-° Ooltsd®kOIsduyi MSd f jted o ji

¢ ZOdztse d ydets Mmts efj Bd MisOd df 3 6§ jttOydw &d
Wstedkj, tjLbkd SOk o oasHdlkMY o HobkR WstedkOR Cisc
sfjtwoyd?2 M ydmdzodd:

L fdwoydd Mmdztsy jdzdj, kdgdetsy jded™ o HJdzjdedV B' d
JTJdeOydwdlsodzdw ftedd3j dzv Isfpw OdzOdztse d ydets ¢ § te
1

==

Heo lzn J B3] dzlss9 ;
[Odzj j BEHjls ftojHMmsOo dzj dets O twdMmbkdeCj 5.
18 | | | | | | |
19 A A +A
20 2 3
21
22 10 | 0,00088 8 | 0,00761 | 17,1754
23 -106,103 | 0,00934 31,4159 (-0,02989| 41,5623
24 1 2 0 1 2 0 0
25 84,6159 84,6159 75,7134 75,7134 67,5473
26 1 1 1 1 1 1 2
27 0,00849
28 -0,02055
29 0,02224
30 -67,5473
31 106,573 | 0,00938 32,4185 | 0,03085 | 44,9713
32 -84,6159 | 84,6159 75,7134 |-75,7134| 67,5473
t dmzdatCtedddzy 6 §fted dsd daj dedw s j tOyYyd2 ¢ e
[flzd LO&Gjlsdls! , Ikt §sfdjHdd] mnssdsyr & wdf

Wo dgsyjdede | M bBUSd Ltsjddw fteddsjde jsr o ¥ Stedslzd
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18 ftsmdzj Hise Olsj dz datsfls! s jtcOyd?2 zO0 tod Mz dzl
L dzj di3j delstse, O dzO twdmMkzdzC j 5 Htodd3 ded B3O H dzv  dz®¥ B 5G|

bt udd  dhfsd L Se afidasils saddsg Qs o
1. st&fdjc fr] 2 ki sH O f WYRLs @psy/singite natpfeyignipd 40889/page: 124 ®ls O
sBtOh j dgd W : . 12.2024) .

LU s378.02.
FJrRCURE vrJUrsdfJuolRrRsOARJUVIMREBL M
1¢ soévruwuvl [ Jato1 oL RC
s Odzd dzd dzO r.q)., [ jdz dedS 80 [ .., 10Otk
g1 Bsuj dftplz U . Jdz€ jdzw WOCEd Isjls Agd [0
celBjuvys (d3. Utﬁjlstﬁ J 4 dq0 el jskizgyuec & ©uz€ Is

10 MjetsHdWh dgd?2 HJ dg afmj o BGd hjj SpEp&OyjigkasdC O zOMm
dd¥¥ stedsOydtsdade” | Isjrdesdzsedd. [Is BEzHdadyde = LOdswIsd2 Hts
sBts2lsd Msstesdzs? SOCEzE 9 Oy dglz ® 9 Jhu COC tBKOL 5o Oded j
fsodzdw dzd dzO tBtcOL t59 Oded J ?
Sdzs yj o' j sbwlp ®o Oded j , OBwavlyy faigd § . lsizialz] § & HasfiAs@ d ts dzde’
(vsuv), ydWwttser j  zOW sted3r .

THE IMPACT OF TELECOMMUNICATION TECHNOLOGIES
ON THE QUALITY OF EDUCATION

Kalinina D.A., Melnikov D.E., Barulina T.A.
St. Petersburg ST named afeil. KrenkelfacultyFSBEI HE
"SPIBUT im. prof. M.A. BonckBruevich", St. Petersburg

Today, information technology (Al) is penetrating more and more areas of the life of an ordinary person.
From everyday activities to tools at work. And they could not ignore such an important thing as
edwcation. How has information technology affected education?

Keywords:education, training, online learning, telecommunication technologies (TCT), digital platforms.

5o toj 3 dadzts § sBtcOL ts9 Odzd | fitcijdoOjls fjtdt
sBEMdztse dzj dzdzr 2 G soMmj d3d Misdz" &3 o dzj Hicj dzgd J d3 Isj dzj C tsdf
Isj dzj C sd3dBz dzd S Oydsdede” B3 Isj ndesdzscedw dsd ©® H Odzdesdyz ¢
f4HOes6qdUd M dg) - desdgsedd d, Wistedsr d djlstsH", f§iojH
sBtcOL 59 Olsj dz' detsds ftetsyj Mg Mtse toj d3gd dzdz" ~ Ctsdf ! & |
Isj mn dzsdzse d 2 . Rdzsj ctcOydw wvsuv o BtcOL tso Olsj dz' dzr 2
jets ¢€0OyjfMmlss O, H ts fr) Isdetdf figlistsdin Is [ HJdzO € B W j Sildgtels  tetsy
Mdte! jJLdzr &3 orLtso O3, btiBbkshdhid SCSifdj ¢ mMdse s
or MsCtsCoOdzdW dydtetse Odadz" R COHEBY , mMf smtse dz" n
sjrndzsdzse duj MCdj oL B3sy desfisd. o I o cadOozdefs? UElswO Isez@
sBtcOL S OdzedV, OdzOdzdL qtezw COC ftsdtsydlsj d dzr J Ofmt .

I d mls ©Odzy d ts dzdzts § sBtOL 59 Odzd j§ Hts dzjHQoadzgjaets o
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MODERN METHODS OF DESIGNING SCALABLE COMPUTER NETWORKS
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The article presents the results of the analysis of methods and tools for designing networks that have a
high level of scalability and can easily adapt to changing requirements from the netwaskructure.

Groups of methods for designing scalable networks were formulated, including the use of cluster devices,
expandable modular equipment, midtvel intermediate devices, and the use of a modular structure of a
computer network.

Keywords:design,computer network, scaling, network technologies.

I &Ofmlsswh jj otejky, osfttsh fsjSlsdiess OddW
OCIszOdz: dzgr &3 O tcOo dzj dzd j 5 ttOL o dIsdw Mmilsjor n dda¥Wt
sj &3, ybsts o fFsyjmmi ©OLodlJdrOtl O isdsly @deded Mistsh)® d
BjLBfOMdesMmisd fjtejHOoOjdir n M jj (fdshi ¥ HOdd -
odzdwdzdy d2O dqLdgjdzjdedd JJ4 HtesfikzmMSds?2 hf shmtse dsfl
ilkd ®sekls BCOLT 90! dzj cOlds dzisgzy HIBdglsD I | 15 HizBIS
EyOmkss O, dts d dO W% jiClkdodtsmls: OB ftojHfted"

5OCdd GBLOLd, OCkzOd dshls! JhhdjH s Oded W
ddemistczd3j destse ftotsj Clsdtetso Odedw fjlsj?2, B A&ZOHOs M dA
My smtse dz' = ZjEL@Gls B OftflstiHe  d L d3j dgj dad W Istc j B 59 Odzd
gdeW cOMlstczC Iskzter . [ dzv toj OdzdL Oydd ECOL Odzdzts?2 yj dz
Hasj lsdzs? 5B ZOMisd, O Ghdss, S(sSktteses BN &
jClsdtetso Odzd" HBOMM kOB WL 8" & Codf' “Isjtede & gl
¢ dzO dzd L dzdls j cOlskztedz R dmistsydzed ¢ 59 fsHIso jtoH d
Qo dzj dgdv. ©OS, o MkOk! j [1] twOmMmdslsts] d
hisOBdtek j B 7 ddW sted@BOydsdzdz 5 Mjlj2 dz0 ftod d3j te
i2. 1 dmifd2iicBOt] ©OmMNKslst,]d HOdyE j
hisOoBdtelkzj 3" = Mibj?2 d fYtedojHuHjd foddjte § it
shd BjsHdSd WEdSydsdod ¢scéts ffttsjClsdtess Oded !
1l sd3ddss sjtstejlsdudmMcdn OMY jCistse, DMmipdElgts]da |
sdzS tojIsder | fteddsj o Motej d3dj dzder » Mijlsj2, IstcjBlzsh
odzv s Isfpw Ctstef stcOIsdo dz" disd MmJlswadsd ddzd yOMmls ¢ dzJ
Ofted dBj s, o MkOl! j [3] fjumksOs dzjdr tojL bkad
OmBlHBEZj 3" &5 ¢ jscteOWdyujmMsSd twwOmMftejHjdzj dade’ i3 yJ dzk
et odd®BOdzdj kHjdjds cdeStmisd §jtejMbes2 s
Misd LsoOdzdv toj Mtetse, dzOH >y desmisd W k2 dzS yd tsdzd te
dmisj &3 Jd quAsdelsBOYyd d B©ls dzj MOdzS yd sdzd tetso Odzdetsc s H
] SHj dmMdziHse Oddw B' dzs o' Wo dzj dets, vybt § st
kd HBdyjd oCds yOk! o MiBY ©OL®©OBGICE MOl
WicCldoe detsfiyls tcOB tsIsT  Mj lsidj, talgtsh zdc s s M s v dztstffrpdsdz L

153



tej OdzdL Oydd HOdzdets?2 MlstcOlsjcecdd sy dets dhf sdz' L s9 Ol
odzv jlsfpw ftedd3j dagj dedj S zOMmlsjtede" » EfMmlstes2fmilse d teC
YyJ dzj 2?2 BOMhIsOBdteseo Odedw d toj L3 t¢ o dstg thoodsdzd WM j Sstsfte §f 3 tde
E{ osh j ded W ftoesyj Mimptsoe dZ2OfMistes2¢d d kftcOo dzj dad W

dqdzs jctedtetso Ols! o jHddzer 2 € dzOMlsj ts.

Il ¢COydfmbej Jhj GHoEZtets &BIilstsHO ftsjCilsdiotse Odzd
By s cOMdBItsIstej Is o Bozdg® ) detsfifis ' j jd MdGadig @BEwISE |  dBts
Yyksts ftsLotsdzdls o dzsmdls! dL d3j daj dzd W, EMmisOdzO9e dzd 9 OlIs-
SISHj dzt dz" » BBHEAZ]2 o9dzy LOsadmMddssmisd Hkze ls Hiel
B SBHO Wodzw jIsipw MBrtcOdzg glzdege” & ZE QEpOCE ] $Eisdd 9 s
L Cif zEOIsOYydd HOXJ ) Mz y 0O 4 mMeBtsjo o tcOB 5ls ts
tej OdzdL Oydd HOktscts dBGiltsHO By dts ftodoe j mMisd Mistelz!
Cosltstets?2 fted HBB Oo dzj dzd d tHISHAGVAz! fiplztsEtitste jtaHQifrpl jqdiedy j dg3 st
WHicts fMilsd d Hikzed) Ekttsedzd wWOMmftcjHjdzj dedw dzj L
CodBBzIsOlstese d Mtslse jlsMisaks hdrn d@GOh ckzlsdL Olsstet
setcOded yj dedw hdtetsCtso jh Olsj dzi detsld] td@fiigdn razlzCidw Wel C g Is
HeMIsOlstsydzes tOMYf tesMisteOdzj dzdz” d3 d3j stsH sd3 ko j dzd yJ dad
f tod d3d ded d3 H dzW dzj Btsdz' h 52 Zzs ¢ Odz! dzts 2 milsd, S H dal
(B! s Isjtedets? Mjlsd f BBd "d& Ctsdduj NEaypBs d sdzyj
yJjdzj MssB teOL dz' 3.

s O0Cdd3 tsBtOL 53, 9 tjLiEzd IsOy dMmMmdzj Hise Odzd Vv ¢
dzdlsj tOlskztcdzr » dMlssydzd s B" dzd MW stcdZz dzdtetso Odzr €
BOMM sOBdtelzj &3" n Milbj2, oCd¥ yoshdj f ddddgvdgjdtiicits
BsHEZd dsets SBStlzH 59 Odad v, Bhzse tskztetso dzj o ' A i tot
dimf sdz’ L so Oded | B H 2 dz/ dzts 2 MstickzC Iskzter i tcd i dzO dzd °
L O dz2OIsOydd St steOlsdo dzts? S tsd3f ! v Isj tedets?2 M lilsd.
ljtejuidg dmitsd Lz &ks?2 ddlsjtcOlkzter d dmlstsyddStse:

1. sdimdve¢sa [ . 0. ltesj CIsdtetse Odad | BdMftesotsHdy n Mj demtstedsr
ledBtstesMistets] dz@ .. -1BBG1 2.

2. sktwdyrde r.J. l1defl14. [ jlssn ftesjSldteses Oddw fMmjlj?2 dzO
v OtOMm! W dz /ddn jtdasifffdd Wd: flg Jo M l-POLIB-F o "1221aO L 844dsAd v .
3. mttekyddStses w.¢. wdiksj B0 EfttOodj ddw &BOMhIsOBdEEZ,j B B

HOdzdzr 2/ . . N\tstelzxdzq’g os,j 0 dlzd Mg MG D § dzy mlé dzd € Odzdadisstc B3O Y ¢
B ~ Odzd ¢ d f201EfJ'lSC59dd

urs 621.396. 62

R1Let 1 of?21roc JAr1sd RIAJTIOARSILL
CAAN[ SUR[JHUR ARAT JIgmBs gl c1 R

I vef flrRecm RYJOVILUVRC ImEgq {1 vt ¢
ssBjd&zjo® s.s., 1 BHBTt .1l ., uwbbkzttse

Yyd o
luol1 A 1lwe c¢cll¢ ShB.MOBeEr dgrd. ¢. | OcOted dzO e,

t OBlIsO fsmeowh jdzO tOLtcOBSISE j n fals@iscs tOdzdafsdls | tdioWQjde! Idigtse? dzts!
ydWtetsar o fmdlsd?2 mewiLd 2O s & jst Wsedswd jj disis ¢ tf s dfjsCdp
dmMf sdz' L so Odzed™w oL i35y detsls j 2 jdelf d Misfide'stefg®OUd d o h @8 H J H j &
sBh jdLe jMmisder » ftsHatHtse € tsyj dzd o Odzad ¥ LWWiClsde desfmlisd

mMjwn MewrLd o fwjLEZzd O} Ctslstsf et 5 to @ de'tecdgizzd 515§ @zE2@
sftcjH] dzj ded W iz iy dits dzdz® ¢ sd ddf isdg fi@Q, 7 tetOyaftsdpOd? dets d Mt tsdz!
COdzOdz: dz 2 d Mmjlsjoets?2 toj MmMktemr . uw {1Ilsts?2 yjdzr¥ dzgO f jteo tsd
WiEZd$ ydd O dias dzdzetEs? LWWjiClsdoe dasfisd, ¢ o¢ LOo dMmd ids s d

dff sdz' L se Odzdw tsls  d dzls j dzfyd o dzts ) lscfO o enldstsitetiisdy 51 Ms@EHON o 8 ©ts f dz
sftejH]Jd]d fstseso 2 EkEttse j dz Cst WWdyd dzZlsO §tsdzj L detsGts
Hdzw tej OdzdL Oydd ddzlsj teo Odz! dets?2 Bsyj daf d . i =edsoyQ wdj staadzicds] Is ©
sBfRRI 20O o yYdWtetser m Mmilwan fsdtcOdid m o ls tkinexsie @ dz'- dz'dog i3 fodg tddr
stcOWde O, Cobttes) § sHIse j torsyidisdzticdds tshiptfstit tsehn@s.B dzs yls!  § toj H

154



sdzs yjor jdiitse @d dzOvdzWiesugdsiBy@f s dzdzOw L W W jClsd e dasfyls: ,  Ctsd
dMicd L 5o Odzedv, f(obcesor 2 bLioytpigae QW Wigids ydive mildy.j ¢ Isd o dz

INTERVAL ASSESSMENT OF THE IN FORMATION EFFICIENCY OF DIGITAL
COMMUNICATION NETWORKS IN CONDITIONS OF CHANGING INPUT TRAFFIC

Kobelev K.K., Podbortsev A.V., Sturov D.L., Mezhuev A.M.
VUNTS Air Force"VVA them.NOT. Zhukovsky and Yu.AGagarin', Voronezh

The work is devoted to development of a way of interval assessment whétifin efficiency of digital
communication networks on the basis of the generalized indicatwefficient of useful use of
opportunities of a system on infortitn transfer and storage. The analysis of akatbwn approaches to
estimation of efficiency of information exchange in digital communication networks as a result of which
is carried out the relevance of interval assessment for definition of the conditiofermation exchange
allowing to use rationally channel and network resources is formulated. For this purpose at the first stage
the technique of formation of function of information efficiency as dependences of coefficient of useful
use on intensityfeentrance traffic is developed. Then at the second stage the threshold level of coefficient
of useful use forming criterion for realization of interval assessment is reasonable and determined.
Imitating modeling of information exchange in digital commatimn néworks with toroidal structures

in the conditions of change of entrance traffic which confirmed operability of the offered way is carried
out.

Keywords:coefficient of useful use, digital communication network, function of efficiency, information
efficiency;,
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https://books.google.com/books?id=BvaFreun1W8C&pg=PA372&lpg=PA372

IMPLEMENTATION OF ARTIFICIAL INTELLIGENCE
IN VIDEO MONITORING ON THE BORDER OF THE RUSSIAN FEDERATION

Kobvltsov V.K., Kolodeznaya G.V.
FSBEI HE "DGUPS", Khabarovsk

Study analyzes the possibilities of apply artificial intelligence in the video monitoring system on the
border of the Russian Federation. Key Al functions, such adimealvideo stream analysis, facial and
vehicle recognition, threat prediction, and working with data from drones, are edamireeadvantages

of Al integration, including reduced workload for personnel, improved analysis accuracy, and 24/7
monitoring, are explored, along with challenges like high implementation costs and cybersecurity
concerns. The conclusion highlights thetdgic importance of using Al to enhance border security.
Keywords:automation, security, video monitoring, border of the Russian Federation, artificial intelligence
(Al), cybersecurity, computer vision, border control, threat forecasting, facial recwgniti
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The article raises the topic of outdated sites, the reasons for updating them, what masistrogitebe

like, what modern web technologies exist, how modern site development works, and raising the problem
of technological stagnation in education due to the lack of electronic journals based on web technologies.
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SIMULATOR FOR CONSTRUCTING THE COURSE OF RAYS IN A PRISM

Kolodezny Lf ., Kolodeznaya G.V.
'FSAEI HE"MIPT" (NRU), Dolgoprudny, Moscow region
’FSBEI HE"DVGUPS', Khabarovsk

This article discusse$é¢ original author's program for the study of spherical aberration, and on the basis
of which the limits of applicability are formulated. A mathematical model used to construct the passage of
rays through a lens is presented, and dependence graphs ohtainessult of modeling are shown.
Keywords:optical lens, computer modeling, spherical aberration.
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DEVELOPME NT OF ASSESSMENT CRITERIA FOR THE RELIABILITY
OF PREDICTION OF DEFORMATION PROCESSES FOR POLYMER TEXTILE MATERIALS

Kopotilova A.A., Egorov .M.
FSBEIHE'SPb GUPTDeé, St. Petersburg

In this work, the authors consider the importance and necessity of dagekgsessment tools based on
mathematical models for predicting deformation processes for polymer textile materials.

Keywords: mathematical models, polymer materials, prediction of the reliability of deformation
processes.
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The article presents a unique perspective on the potentialvelbgerg automated systems designed for
the effective functioning of autonomous bee hives.

Keywords: automation, sensor, artificial intelligence (Al), microcontroller, hardware and software
complex (HSC), beekeeping, hive.
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STUDY OF NETWORK TRAFFIC DELAY TIME INA C ORPORATE NETWORK

Kuznetsova E.E., Sholdysheva V.D., Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of a study of the influence of time of day and network load on the value of
network traffic delay. In the course of the workeasures were proposed to ensure full control of the
quality of communication in a corporate network, including the lowest possible delay time and high
performance without an additional increase in bandwidth and the size of the communication channel.
Keywords: corporate network, network traffic, delay time, bandwidth.
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The drying process. The main methods of drying iron ore concentrate are considered. Drying plants.
Drying of iron oreconcentrate.
Keywords:iron ore concentrate, drying, drying plants, process efficiency.
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AUTOMATION OF DOCKER CONTAINER CREATION F OR WEB
DEVELOPMENT

Logunov S.A., Pokazanieva S.A
CT"MTUCI", Moscow
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This paper presents a developed system for automating the creation and deployrii2atkef'
containers for web developmie The system includes a Bash script that automates the building of
"Docket' images, dependency management, and the publication of meaky containers. The results of
testing the system are presented, demonstrating an increase in the efficiency awctivityodf the
development process.

Keywords:"Docker', containerization, automation, web development, script, CI/CD, DevOps.
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command -v docker /dev/null
"Docker He ycTaHoBneH!"
1

docker build -t my-nginx-server:latest .

docker run -d -p 8688:88 --name my-nginx-server my-nginx-server:latest

sleep 16
CONTAINER_ID=%(docker ps --filter "name=my-nginx-server" -q

-z "$CONTAINER_ID"
"KoHTeiliHep He zanyweH!"
1

RESPONSE curl -s http://localhost:8088
STATUS=§?2

$STATUS B8
"Ouubka npu eeinonHenum curl: $STATUS"
docker stop "$CONTAINER_ID"
docker "$CONTAINER_ID"
1

"$RESPONSE" =~ "Hello from Nginx!'"

"Nginx He paBoTaeT wnu Bo3BpawaeT HenpaBUNbHbI KoHTeHT!"
docker stop "$CONTAINER_ID"
docker "$CONTAINER_ID"

l { d )k déSs H2j oy d d3ts maifiph e d § Is O

191



LY tcOo dzj dzd J L Oo dMmd digsMmisw d3d Dotkérfite’ j fry IDockerfile Is fyw
ZCOLT 9 0O¢ Isiifye rasfpyd 3z L O d mMd d3smisd Clstste j EkfMmiscC
sSBOL O.

FROM nginx:latest

COPY nginx.conf Jfetc/nginx/conf.d/default.conf

COPY static/ Jusr/share/nginx/html
t d Mk dassCs H3j te X J d3tDpckelfi@? dzO

v Msse OV uiytis@:so Odzd j f tctse sH d dzts fiy dz0 o (dt
sdz L saOded j B3 Y jteOyd sdzdz n mMdMmisi &5 t o [l u.
th sH d i3gs s s ftoeso jtoCd tOBSlsMf smtse desfisd Mmd Ml
tclszOdz! dzr | dB@BO"Mddzr B'" dzd dZOMbtesjder f Eyjbtsd
s
q

]
B
fndzj H dgw W fnls © B demcki@Engine, o J tgffnd vintsL H O dz' dzj 5B - SH (¢
B

f
d
s
HsMIsOIstsydzr 2 s ez HBOGEB] J HdMSCBatsets tetsmls
rf sdzdzj dedw e fjr Ot sy MMO. v jMmlsdtese Odzd j
jJBsdzW deztcOyd 2, sls ftesMmisr s HB BBdzjJ Mmdztsy dzr ~.
dz% d ¢ k& tc @y dedNjgimgds v d3 Isyd mMdzj d MYTERBY L t®Odzd ydzr = " OB
w  ftose jteSd dBOMhIlsOBdtekzj ddsmisd Isj Misdtetse Odzd j ]
dzls j 2 dzj etseo d LRttseo dzv dzOctkzL 5C d2O Mjttoajte. 1 Ats
StSHT

s
dz

s
4

1. AEdS ydsdzOdz dztsj 1 Isfshls E€®o OUaHtgtc j S Is dzts 2 tcOB s
Ctedf sO, o ¢ dz¥ yDockdnB R tdXfAz i€ NGMEAR | § zf & PtcC O H sfis
jBjtce jtcO. Cls oCdzg yodzs Isj Misdtetso Odfdigd das 1 dizgd § o3
OL d&3gj M j ddgnxdz L O

2.1 esdL 9 5H Mis o jedsdatOjolzf fislg dntistHo O dzd | ftesdLotsHdIsj dz'

dq
dzj
)
)
(
)
)
c
[
c
@34
f
)
tc

o jddyujdkdd dOctkkzLSd. Skt HsMisdcOdsm' fkisjd dd
o jBteddztsy jdzd s . RLBjw dzdf' otjdk slSCddCO dO L Oft
f sCOL Olsj dzd ( n{ffis=@PU(ts off Godgf'wis * tg j fmldtdn € ) .

3.1 OGtolkzL sydasj B i s dizs s O @dzg i d dzf Isalg trkis) dizls ©
M jydodzdL Jtctse Odzgdz" | dz2OGtclzL syds § ddzmistclz d3Ndalx' H
fnj tco j to, LOl]’IzﬁJdZd‘zflsﬁs ajsﬁ&ﬂzﬂzﬁﬂz&;t@m;dzﬂaddﬂs“ tf técts{d L to @ HdE
Ftotso dzv 7 dzOctelzL € d.

4. sjfisdtese Odzed ] 20 ol P dOpllsshi sfse dzsfls d
Hdzd Isj dz! detsets f jtedBHO otej d3j dzed, M yJjdzr v or wodzj ded VW
MlsOB ddz detsfls’ & ftod t&Omols)jtchii®dd dzOdzteigls £ sk OB slsT
LOGtelzL § j . v OB &dYO) lkd SOk IsjMisditse Oded W

1 OctolzL Jtoj 3w RMftsd L sSIRMY sdz! L 59 Odz
(LOftetshsls S dzd € |{CPU ) (t [ T W(trr Jw
10 25 2 5
50 35 8 12
100 50 15 20
200 80 28 35
500 200 60 70
1000 450 85 90

tdLEd sOIsT sjiMisdtetseo Odegd ™ ff sM@ifyisg KOIs, H | WisEzm I
(S OYaPl jod d&3j tc, EZHBoOo dzj o stedlsj dz dgzs , o' MtsC ks , dad
) Hekzed®d ddamistelz ] dzals OR3d fif dgjfmcizf " o t ts otesjHLdlAE fiis Qs T
toj L zdz' Is OBdcker fGompose OdzO dzts ¢ d ydz' d&3d tod h J dA® W32
Ctsdel toy sfdsstcd B zIsdo [ w4 BM dz dfMmf sdz! L tso Odz HdzvW MtcOo dzj

192



1 OC dzt yJ dzef Pzdets? tcOBSIsj BM d&ZO tcOL OB IsOdzO fd M
d tcOL 9 J tclxocker®O tedzls | 2 dzj tetso , i Hig alpit®" dB) dhnf sdz? L 9
MCtedflstse ggasre.v L g Nlsj B3O f toj HdzOL dzOyj dz©® H dzw f tso
¢ tstej ddv f§tetsyj MMd tetd @atse jj teds[ 2 g O dgff"dzdalzfe dtelzW telz yo
ftslsjdzeydOdz: dzr | BisisPeiz| 2 MO ®Ils Oo IstsBZDdskfrs@tisO] I© 1
dz0 tmhdztse | i to jDockénfite® o dz)j thatrtldzts j Is Isj Mis d tots o DIdauk tc O E
MmMidtco Jtc®O  sMmdzj mMetsteCd (), ftcd dzJ sB nDoekdrtgs Mg ic.
viMmisdtetse Odzd J fogesckz@dzzstipr 7 dz@&Oh d dzO = m dmf sdz L t
mMdMmisjdd trr {4, Yybsts foLotdzdkzts yj ddls: tcOB 5ist
HdMistedB kzIsdo On . fdLEzd IsOIsT sjMisdtetso Oded v , i teg
H] Bcdzhmistcd ezt Is Ctctcj CIsdzlzs tc Mdsts Is &n § fipdDfg leligv dg™ My Iy
teso dgv d3d dzOGtelzL S (. 1 sdzlz yJj dzdzr § HOdgdz" J| f tsHIso j t
ejh jddw o MmeOodzgjdedd M tkydy & ©OLo jtels' o Odzd j
te Jtwelsm 90dedw d Edgjdz hjdedj t6dmMC O ShdeksStslsbict,
fndz Jdzdj fHtsdLeotsHdlsj dz desfisd, des 1 Iss Y JHOJ @B
s BdLOydd MCtedflsO dqdzd BOMhIsOBdtetseo OdzdWw  dzW¥ tc O
] j Uy dz@ dMmftsdy L so Odedes? dzdlsj eOlslzter d dhssyded S tso:
1. Wdyd Odz! dzOwi URLNDGixdpjtpszim@my.offen'docd ( H Ols© tsB tc Oh j dzgd W : 12.12. 2
2. t k¢ 9 Bashij WRLhttp/mww.gnuorg'softwarébasiimanualbashhtml( H Ols © B te ON P4led v : 12
3. Docker Documentation. URL:https://docs.docker.confti O Is ® tc O h : j12tAP.2024).
4. 1tedd3j 6 MmtsL H Odzd W f s Hits BREzhtHE/ Wwwi. dsrdakri/ ik steutionsphp?mini=docker
webservef H OISO tBtONMN jdzdw: 12.12.2024) .

urs 004. 772

o
)
i

gt ol 1 RUL]?1 38 01 0[R smy JJJL1RB
fuvf2uRrIJsarRt 11 RC 1} { rIer {13 W
JeLwdeddz 1. 4., .RINMstcOlstsa O [ .

ALl Juv 1 [ ¢cr14q4uvvVveEe, ¢G. 1tsatsfr]q’|3q’tefr](l
] fylsjOlsftedojHjdr tejLbd OB MttOodedlsj dz' dztsets OO L O
Hdzd dzj otdzdzr WDM d DWDM. 1 s EflsOdetse dzj dzets, ylsts
dMf sdz L tso Odzgd W oL Bisy detsflsj 2 Mmjlsd yYjdzj MssBtOL dts § tod o
5B ZOH @zjly ®@t MsC 2 ftetsdLotHdljd dsfiis: s, dkjjls or M c
Hsdze d2 MesS Mmazyer mdhlsj dgr .
szt Yjor jBdsledf dzj S Mdtetse Oded j, Hdzd 2O o tsdzdzr , WDM, DWDM

COMPARATIVE ANALYSIS OF WAVELENGTH MULTIPLEXING TECHNOLOGIES WDM AND ~ DWDM

Luzyanin Z.S., Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of a comparative analysis of wavelength multiplexing technologies WDM
and DWDM. It was found that in order to increase the efficiency of using network iligmbit is
advisable to use WDM, since this standard has higher performance, a high level of security and a longer
service life of the system.

Keywords:multiplexing, wavelength, WDM, DWDM, comparative analysis.
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DISTRIBUTION OF INFORMATION ON DETECTION
AND DETERMINATIO N OF COORDINATES OF AIR OBJECTS IN CONDITIONS
OF ACTIVE COUNTERACTION AT GROUND INFORMATION PROCESSING POINTS

Makarenko V.V.*, Potapov A.N?
"WUNC VVS "VVA named after Professor N E. Zhukovsky and Yu.A. Gagarin", Voronezh
’FGBOU VO "VGLU named after G.Rlorozov", Voronezh

The article considers the issue of optimizing the distribution of information on the detection and
determination of coordinates of aerial objects in conditions of active counteraction at ground processing
points.

Keywords automated aatrol system (ACS), algorithm, coordinates of air objects (CVO), model, object,
optimization, information processing points (IPP).
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Manuilov S.A., Istratova E.E.
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The article presents the results of a comparative analysis of typical modern comepwtmk topologies.

During the study, the main factors influencing the choice of computer network topology were determined
depending on its scale, design purpose, as well as such parameters as: data transfer rate, equipment cost
and upgradeability.

Keywads: topology, computer network, comparative analysis.
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CONFIGURING THE FIREWALL USING IPTABLES

kO S, ,BEOdH EOL

Maslenkova A.E., Pokazaneva S.A.
KT ¢MTUCI¢&, Moscow

In today's world, where information technology plays a key role in every area of life, ensuring the
security of network systems is becoming a top priority for organizations and users. One of the most
effective tools for protecting a d¢sn from external threats is a firewall. In Linbased operating
systems, the iptables utility is widely used for this purpose.

Keywords:pchains, Linux, network traffic, firewall, traffic, data filtering, data chain.
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SELECTING A METHODOLOGY FOR CALCULATING THE NUMBER
OF ACCESS POINTS FOR ORGANIZING A WIRELESS LOCAL AREA NE TWORK
OF AN ENTERPRISE

Matveev A.A., Frolov M.E., Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of various methods for calculating the number of access points for a
wireless local area network of an enterprise. During tperment, three options for placing access
points indoors were worked out, for each of which key points were identified and signal quality indicators
were measured in them. As a result of the work, the most rational calculation method was identified,
confrmed by a series of test measurements of signal quality in the local area network of the organization.
Keywords:wireless network, access point, calculation, local area network.
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PRACTICAL IMPLEMENTATION OF THE INTERMEDIATE FREQUENCY
PATH OF A RADIO RECEIVER WITH INCREASED FREQUENCY SELECTIVITY

Molochko A.V., Polikarkina O.N. Tyurina A.L., Chernykhovsky D.S., Mezhuev A.M
VUNTS Air Force"VVA them. NOT. Zhukovsky and Yu.A. &arin’, Voronezh

Operation is devoted development of a path of intermediate frequency of the raised selectivity of a radio
receiver of the modern wireless set of a range decameter and metric waves. The analysisnofumell
constructions of the bandpass filters used in radgineering, and also a choice of a suitable variant of
the filter for its practical implementationéarried out. With that end in view at the first stage research of

a path of intermediate dquency, means of support of its selectivity and used circuitry decisions is
conducted. Then at the second stage the circuit choice on which the active bandpadiefihg will be
constructed is justified not only to solve selectivity tasks, but also to provide demanded signal
multiplication that allows to reduce an amount of stages of intermediate frequency strips. Calculation of
characteristics of the filter iprogram Mathcad environment and simulation modeling of schematic circuit

of a path in program Multisim is carried out.

Keywords: Radio receiver, intermediate frequency path, selectivity, signal multiplication, the active
bandpass filter, approximation @hebyshev
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RESEARCH OF SOFTWARE FOR MONITORING TRAFFIC IN COMPUTER NETWORKS

Morozov N.Dm., Istratova E.E.
FSBEI HE "NSTU", Novosibirsk

The article presents the results of a comparative analysis of software tools for monitoring traffic in
computer networks. Within the frameworktbe work, the comparison criteria were defined, the software
products were compared and conclusions were made. The results of this study can be used to select the
optimal tool for analyzing network traffic when designing a network.

Keywords:computer netarks, monitoring, software, network traffic, network technologiesyarative

analysis.
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uohj efmjet dmy td -0 dd dfy O lsisiss ¢ Pl ¢ sdse . v OC
dgMmmdzj Hse Odzd ™ W dzw dzfpy McOodedlsj dz' dzr 2 OOz L  tot
TOOC s tod i@ de&k  GstoddfiidiCls j tedzts? Mjlsd. [ &Y tej OdzdL Oy«
L OH Oyd, Mo w L Odzdzr § M dLieydddjdz tr 2¢O Mmikh j misce
BsdzdssteddzcO MmMjlkjotscts keOWdS0O; M SftwjH,jdjdd,j
fteso JHjdedJ d3 MtcOo daj dztf © dzjda2df's As dzff S det@Ddgdgdz'ds toj M j d
cOfmMmBEslstcj dgdzg" = R~ OwOCIsjted Misd ¢ .

l tECeO®RBT HA&Y Bsdadls st d dzeios s j dsdify kste bsds j s © Y
fsLosdzwels ftosotsHdIls! dsdzdlststeddze, L OfdMm" 9 Ols+ (d
My ls! . Rm GMdzsovdz@ dad@H e dzj &3 M G totsdL o sHdIsj dz!
OkO¢, O kOCYj] HJOCEMSdSO d tflksd®dLOYdY OBl
sftse j dzdesmlsw i3 IsOSCdrn ftesetORBB wodzwe Isqfw dnr MY s
Mjljoatc? dBBHjdd jHOEd SO@REaD - § jts §todS zOHd &
ftcjHsMIsOs dzv Is! d dzfls ez d3j dzls * HdzZw o dLEOdZJLOydd d
Mjlsjotsd kwwOWdSj. l1td {1tk BHdd (tsctORE Gd,
Liyddj tjOd dsct otj d) dap, OlsOczd@® IMBOIsgREdyj MS
fsLotdY jlIs tOLd&dyOl! di 6 WkdSydsdod dashlsd
cOMyf esfistcOdzj dzdz’ 3 § tesELORBRBOB H bV Bsddlstted dzé O
fpdzj Hize M dj:
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1. Wiresharki sHddz dL MOd3" = dL o | iisddr &j dfls sdgts "hdelzve L(
OzOdzdL © Mjlkjoara f0OCjilktse.

2. tcpdumpi Zlsd dzdIs© Csd3OdzH dgs?2 MlstesCd HAzW L On 9 OIsC
o6 o3j dzq .

3. NetFlow Analyzeri ff totsc tc O dzdz®@ H dzw OzOdzdL © Mmilsjoatsets
Isj ndzsdzsedd Net FI ow.

4. PRTG Network Monitoil fd Mis § di30 disdzd ssted dze © Mmj Isd, o & dz¥
OzOdzdL O IstcOWJdE O.

5. SolarWinds Network Performance Monitor f dzOIs ¥ st d30 H dzw d3ts dz
ftesdLoHdIsj dz detsisd Mijlsd d O0dzOdzdL © IstcOW¥ ¢ O.

sdzs yjorjy Stedlijtedd Hddw MtcOo dzj dzd v 1 tztlzt & 6 d3ezdats
MtcOo dzj dzdwv Milsjotsets IstcOWdS O, By des s tej HJ dzd s
cdB ¢ sMmlis: ZOMlstes2¢d (oL sy desmisd Wddzt steOydd,
stcOW d¢ O) ; oL BBy dzts Mis ! odLEOdZJL Oydd sy lstse;
Mot h jMlsea O tOL tcOBSIsyYyd< 5o ; dzO dzd y d 4 fOCJIsO MY
mMtsf sMisOo dzj dzdw JtescteOdRIB L dzOyJ dzd J§ COyHBets Ctod
9J dzd yd &z~ o HJOf OL sdaj d3osded 3D dz'Hdg" 25, Ztedsw jj di'l €t
BOS Md di3Odz! dzfdad. § wftdOBcdEO d3dz H dzv Bsdzed ssted dze ©
ftcj HMISOo dzj dzts o IsOBdZzdyd 1.

v OB &z O] Ll dz' kOIsT MwOo dzj dzdV f es5c ©OBRE Hd&Y &BEsd

Is
0
C

1;/ stcdilsd tocd 2 | Wireshark | tcpdump | NetFlow Analyzer | PRTG | SolarWinds Network
1. 1 esdL otsHdIs§ 4 5 3 4 5
2. 11 dB Stsfls! dzO 5 5 4 3 5
3./l dLEzOdzdL Oyd 4 1 3 4 4
4. |1l stetsG 9 nBBYH 4 3 4 5 5
5. lalstsd dztsmls 5 5 3 4 1
6. ) BHH ]t CO M 5 5 4 4 5
7. sCkd3d dzisOy(d 5 5 4 3 5
4z dzd30 B O dzdz 32 29 25 27 30

sO0CddB3 tBtLOL 53, de@' dis=SEdEs 0 @ dzO0midQo@izd fSiE 56 O d3d3  H
OdzOdzdL © Mjibjoset IscOWJECO B dzd MHj dzOdgr Mmdzj HizB b
-oMmMy wOMmMitsisted dedz” § ddzMmistelzdsd dzlst HozW dBsdzd Issted
COC MmMddz dzr | MmMsstetsdzr , IsO0¢ d MmMdzOBT | ;
- ¢Wiresharle d ¢cTcpdumg v o dzw & Is ipwdzddzthdasjls tolz d3j dzls Odsd  H dzv O
i tod uWigpsharlke sB &zOH OjIs EZHtB dzr d3 G t6OW delcpdy®@ el dfsdasq jtelsV J
stsdz! ¢85 CBROdZH &gzt MistetsC 2, Hted 1 Issdz sBO ddeMmistelzd
H d Oc dzts igdefrfo ;Analyzee, ¢cPRTGe d ¢SolarWindse f te j HMisQo dzw 6 Is MisB
Colf dzj S Mder J tdh jdedw HdzW Bsddlststeddec O dd 2§ tcOo dzj «
Clsd ftose tcOdBAB’ ddzd ¢ Is GOV dud M&¢ d2 ddzls j oW j 2
smikh j Mise dzv Is Besdzd ssteddze My Isd o 6y ddsd tcj Odz' d
stcdzpL Oyd 2 .
1 jtej ygd dz dmMfsdz! LEzj Bs?2 dzdlsj teOkztcr d dMmlssyded § 59 :
1. pdelstsdg” dzy [ . 1 - t OLOBICO floscteORBBdEets B4 M J ud ddw
Cotef sStcOIsd o dzts 2 milsd /¢ &30 dg v J dedials, s dzy dzy gMscOIstso © [ / I n
InNf or mati on Technol ogi es- 202.dzj Vlctsdzd® 2 - B 228370 d&z. URL:
http:/imww.injoit.ru/index.php/j1/article/view/1036 H Ols © Bt ON jdedw: 24.11.2024) .
2. 1kCtoh dda Ll . HON dpiOs e Odzdzsets Mjlsjotsets LOWJdSO dO tsdats
dzj 2tesMilsjor n C dzOMMdW d¢ Olsrdamtse /. ¢l.. . stodnfjdpjdpdz, [1..1¢.. Y j to!

216


http://www.injoit.ru/index.php/j1/article/view/1035

[.¢. H4OWOt! wWdz // RLO®JMIsdW2020A 0. 6u j( Rekp\JLIBT AJRL: ipZigvd .
tn.tti.sfedu.ru/index.phpl/izv_tn/article/view/4{5H Ols © tBteOh jdedw: 24. 11.2024) .

3. ( dzdo Olstse ¢. ¢. [ sddlststeddc IstcOod ¢/O dZASEROIAO R .» dnjjtsdgR: /
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1 ovut [Bsouft At d R t1 O] RYOARC wUL O
4 YL rvdad tearctdvdad sdirt L1 9
Isfodydec 10670 1oé113m MYSQL-urtAosp3 |
[eesdi3mMCd2 (. ¢., I sCOLOd joO d. ¢

sucf svder . ¢f sMC o O

I Mmoeote] BB dzdefggsteazgfte’y] wgew e sy Ctedlsdud MEd o 0Oyde d3d € tsa3t
feOSdujMSd ozB §sdEmosddz®@y dz f tetsj SO, 1 4t tg 'teeddzts 6 Is ¢
Hemlskzy desmby s e OdfdabEce ki j RO d MsOBdd dsmlsd.

sdzs yjorj Rdeyd@ctse Odzdw, lCjlEo2tesds v, o8

SETTING UP A WEB SERVER AND IMPLEMENTING A FULL BACKUP STRATEGY
INCLUDING THE MYSQL DATABASE AND WEB SERVER FILES

Muromskiy E.A., Pokazanyeva S.A.
KT "MTUCI", Moscow

In the modern world, web servers are critical ponments of the infrastructure of almost any online
business or project. Continuous operation of the web server and data availability are the key to success
and stability.

Keywords:encryption keys, public key, web server.

I'ejHjtaafifgCd, Mo W dOudpdySid oyl IdnjsBde @Y O &3¢ o & dzdp Y J dzts ¢
0¢ Is ste ts d3, oM e6H O ftcdmbkzlsmlse ¥ Is. 1 51 Istsd3lz MLt
s qteso Odegd W wWodzw jlspw dgj tSlsi | dsitizj ks P to swid M lsp © dadeOywt
sfeowh j dzO dzanfg ldctetg QO] do Jjtaj Odiaf| L POts dfdits dnts tet®jsi) Ftco dzs 6 s
n9Olsr o0 h j2 Pty jdadi'e d BOLEZ HOdddz = MySQL.
sfdJtetso Odzdj cOtOdzsdtclzjls d3ddzeddzdL Oyd e fslsj to! )
tesBdzj 5, BB M jyde Ow B j MY j tcj Bggiae®. tcOB slskz d Ml

1 jtooar d3 HJ dztsds, Ylstser tcj OdzdL s9 Ols! ted L Jtco dzts §
Jto jtcO. v MlsOdg®e gzico @isktwaiz s B dzO

rdzv dsjet fosjClsO W or BteOdz Apaehte,j c@B d&jsdNd
ftosmistsisT 9 BBMmetsjdzdd dH RUAMRiES2GYId. Y [dB " dgdzttap y M s ¢
BOIj edOdzse MmEkh jMmlse j dzdes Eftetsmisddzd §tesyd M kMl
CtedIsd ydzts H dzw Bsicets fHtoddtsy jddv. Mmtslsw Ngi nx
ftedtstedlsjlstsds HdzWw d3jdzv B'F 2O MC stEfsfilse YO tefOmasdstt ef
mMdBY BB BEHBBM di JdzMmlisteclz d3j dzls ts d3.

StsBOdzH T Ctslstster d3d dezy dets o sfapastiz! L 59 Olst MW H dzw
aptget update
aptget update
ap-get install apache2
systemctl enable apachi&@ow.

lted ftOo ddzt dats? ZmlsOdztse € § , flstefld affptatcohjetc ¢ § ts dig
systemct | status apache2, 9rHOMls OCB] MssB j(
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root@vbox:~# systemctl status apache2
» apache2.service - The Apache HTTP Server
Loaded: loaded (/1ib/systemd/system/apache2,service; enabled; preset: enabled)
Active: active (running) since Mon 2024-12-89 17:28:10 MSK; 6min ago
Docs: https://httpd.apache. org/docs/2. 4/
Main PID: 3594 (apache2)
Tasks: 55 (limit: 9453)
Memory: 22.9M

CPU: 64ms
CGroup: /system.slice/apache2.service
3594 /usr/sb ache2 start
sta

[ Mdzd ©hde B¢ dzjlsk, ks & Mdisyjd Eodujl! dzOh |

« &) O & 10.0.2.15 70% 1%

; ) Apache2 Debian Default Page

'rn is the ur I[wE\ come page dt o te: nn e corect aperation of the Apache s raﬁer
nstaliation an Deb y(mslfy d this page, W means that the e Apac che HTTP < nstalled
at (I’\Is swte is workmg pmperly You ahould uplace this file (located at Puat o L e, h(ml)
bei operate yo P s
Ifyou areanorma\ fm web site and don't know what this page is about, this probably means
m tlh site remly Zilable due to maintenance. If the prublem pers.sts please contact the
admini ( t

Deb Apa n 2 default configuration is different from the upstre amd fault configuration, and split
nto several files optimized for inte ction with Debian toals. The onfiguration system is fully
n 2/README.Debian. gz Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
pth package was installed on this

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

setefapache2/
-~ apache2. conf

ports.conf
abled

load
*.conf

- conf- emo}ea

on)
- s}\‘es -en )obiea‘

+  apache2.conf is the main configuration file, It puts the pieces together by including all remaining
configuration files when starting up the web server.

o
i nurhal ers adenmod
espe lemapg for detatied

t dMkz ddCls WO ded yO o BWOERL § t6]

v O¢C Y4 iSti3jdHiEzjlsmMw EMisOdase dIs UMmWtca gz O IS
tc WgsfiPls o dmf sdz’ L 59 Odzdvd  LBitenCuozH. 30 Hdnjiies I s L szt de'Ojo Isk
oddazOdd ¢ HtaBGzfREZz LBIfEGS PRz, Jjct slis dzd MO dz¢ y
SEHW®OY j cd telz § Is n f stels Odzd d fteslstsC sdzO i3q
HWh g2/ dfMmr sH vwetdghdtallbiicOW d ¢ . apt
ufw enable
ufw allow http
ufw allow https
1 sfMdzj dzO M isfipisR & dtc O jdelz ) dets EMis OdelgdUf.Is! s BAAQdzH ™ H
Cosliste” dizd dzzy dets o s sdz’ L ts9 Ols! Mw :

wgethttps//dev.mysglcom/getmysglaptconfig 0.8.301_all.deb

dpkg-i mysqglaptconfig 0.8.301_all.deb

aptget install mysgkerveriy

systemctienablemysqgli now

{ Mdzd MHJ ZzOIs! oMMy f tcOo d dz sglstemctiskatasmyfsty, ) difj ts Wo o9 di=lgH i
1 Ists MtssBh jdad § :

® I <N
NE & T
RS OR
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https://dev.mysql.com/get/mysql-apt-config_0.8.30-1_all.deb

root@vbox:~# systemctl status mysql
» mysql.service - MySQL Community Server
Loaded: loaded (/lib/systemd/system/mysql.service; enabled; preset: enablef
Active: active (running) since Mon 2024-12-@9 17:59:52 MSK; 4min 14s ago
Docs: man:mysqld(8)
http://dev.mysql.com/doc/refman/en/using-systemd. html
Main PID: 7@84 (mysqgld)
Status: "Server is operational”
Tasks: 38 (limit: 9453)
Memory: 371.4M
CPU: 1.554s
CGroup: /system.slice/mysql.service

Ta84 IsT/sbin/mysqgld

Dec @9 17:59:51 vbox systemd[1]: Starting mysql.service - MySQL Community ServeH
Dec @9 17:59:52 vbox systemd[1]: Started mysql.service - MySQL Community Server.

t dik desktst2e § § dzind Mls § d3'

tJLjteo datsj SwelffifjiddoojQuief jB ZH j 5 i) kisypdyls o &0Is i3y dz
Haa'r Mstets?2 o + WWJClsdoWmD dshnd daf cEdky QEEdE P s tha
dL 3 dzgj d@f wdzj o fMmJ HOdzdzr | yYJ dzdStsd3, yYbts { Ctsdtsidls o
S 5 B30 deving chmoddzlz 3 2"  yls B '™ MC 5§ d o aiDdedizj jy O 2 dizl
fsd L safOld ifitea@o qdzr dz' j| .00 0 HEMlsk{ O
chown-R user:user /path/to/backup/location/chmBdr 75 /path/to/backup/location/
Conf sLotsdzV jIs ff &zOdzd tetso QOls 9"  tsdzdzj dzd L O HiEdimigtsfjls
otoj W d M dalzy dets? yOMmlstslsts? (dzOfteddsjte, CO3xHT 2 Yy
mysgldumpS Iss Ekilsd dzdIs©O tejdzvj tehgtslzr HO Ay d 2 B.OL [ dz@ dzct
¢jdzj tGAINElEdfls Clsster 2 By dzs dMfsd L 5o Ols!
B O Lnfysgldumptf 5L o tsfdzs J tsOipiisvtdsiz € Isztclz B @ L H,O dzdeddij Is tddasdiz fddzd
Is 5 dzH Odzdz
YyIstsBrT cron B tOBslsOls! OosshsdB®sdEtj BY d, § @icx
I ssets dzj SBRBSHd®RE ML HOK! ©lSter lsr 2-keygenst Gsa 7 Isr 2
2048 ds of Gobixdr passphrase tsfisOo d Is i reyficls rcrdpn,dzj Yl O 'ic O d o
fOtcsdzr . wcGjdzgjtedtotso Odadzr 2 Cdz#y 9" cdzvHdls IsOC:
root@vbox:~# ssh-keygen -t rsa -b 2048
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa): /root/.ssh/example
IEnter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in /root/.ssh/example
Your public key has been saved in /root/.ssh/example.pub

The key fingerprint is:
SHA256:e2EUgTRaalflzItye+/plYYY1RI+Knal9ogxOnwKM8w root@vbox
The key's randomart image is:

+---[RSA 20@48]----+
| oo L
| +0 . =0 |
| X
| LR
| s*o . |
| o +B = ..|
| E.. o o+ +|
| +0..+ 0 oo|
| 0=0 . .+0|
+----[SHA256]----- +

root@vbox: ~# I

t d bk dimCe j3dzj o totso Odads 2 € dz¥ y

1 sfdzy btsets COC wlsCterIsr2 d LOCtrIsr 2 Cdzvs y fts
fmMj tce j totsd. Clsos L § tsdzdpldzn Of § to jssh@dpy-id -i€ dvottsshiexample
backupserve®192.168.1.2% j f jto! , CtSEHO Cdz¢y fjtojHOdz sy dats
Md oo | ssiB jiits d MY sdz' L 59 O dzd 8shi ff 22 batkdpservead 93 6RH B0
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mailto:backupserver@192.168.1.20

root@vbox:~# ssh -p 22 backupserver®192.168.1.20

Linux vbox 6.1.@-28-amd64 #1 SMP PREEMPT_DYMAMIC Debian 6.1.119-1 (2024-11-22) X

86_64

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sat Dec 21 14:49:37 2024 from 152.168.1.1@
backupserver@vbox: ~% I

l sfdzj {2 CEBOdHT §dL 2 Hiy ks otgjjleQuazs j

Dec19 2053

fnJ tc arsyrtei:avzi e Gsship2 2 darwiww/html backupserve®192.168.1.20varwww/

Actiities (] Terminal Dec19 2053  Activities [ Terminal

backupserver@vbox: - backupserver@vbox: -
Toot@vbox:~# sudo rsync -avz -e 'ssh -p 22' /var/wew/html backupserver819.168.1.20: /var/wn/ I00tBvbox:~# 1s /var/www/html/
Enter passphrase for key '/Toot/.ssh/id 1sa': backup html index.php phpbackup test
sending incremental file list root@vbox:~#
himl/
html/backup
html/index.php
html /phpbackup
html/test/

sent 4,675 bytes received 85 bytes 1,904.80 bytes/sec
total size is 13,677 speedup is 2.87

Toot@vbox: ~#

Toot@vbox: ~#

t dMzdsC] dsdzifMtc @Y L j tco desets Ctsf Jqtotso Odad W

s s 30 dayys@dump dzv € s  tots 9 O dadysqlemPagldump Ordptizp

magazing sshi p 22 backupserve®192.168.1.2@cat> ivar/lib/mysgfmagazinesqlo

root@vbox:/etc/backup# mysqldump -u root -p magazine | ssh -p 22 backupserver@®192.168.1.2@ "cat > /var/lib/mysql/magazine.s

ql"
Enter password:
root@vbox: /etc/backup#

s ts &3O ddesss Rarlib/mysgimagazinesql 3s ) dzts §f shd3tsIstc j Is Yls ts

f tcOo ddz' dzts

21:40

[£5]
Activities ] Terminal Dec 19
backupserver@vbox: ~ a
F*15@5@3 SET character_set_client = utfamba */;
CREATE TABLE ~“products’ (
Tproduct_did’ dnt NOT NULL AUTO_TMNCREMEMNT.,
“preoeduct_name’ wvarchar(S@) NOT MNULL,
"category’ wvarchar(4@) DEFAULT MULL,

"price’ decimal(le,2) DEFAULT NULL,
PRIMARY KEY ('product iad” )

Il
]

) ENGINE=InnoDBE AUTO_INCREMENT=5 DEFAULT CHARSET=utfa8mb4 COLLATE=utfamb4 O9500__ai

ci;

F*1a@1@l SET character_set_client = @sawved_cs_client */s;

-- Dumping data for table ~“products’

LOCK TABLES “products’ WRITE;

FrTraeee@ ALTER TABLE 'products' DISABLE
INSERT INTO “products’ WALUES (1. 'Aapple’.’
L(3, 'Chocolate', 'meal',S@.@@), (4, 'Chair"’ leea.oa)

F* 142008 ALTER TABLE ~“products’® EMABLE KEYS */
UNLOCK TABLES ;
s 1a@1®@3 SET TIME_ZOME=@OLD_TIME_ZOMNE */;

s*14@1l@l SET SQL_MODE=@0LD_SQlL_MODE */;

FrT1a@@14 SET FOREIGN_KEY _CHECKS=@O0OLD_FOREIGN_KEY_CHECKS il
SF1A40214 SET UNIQUE CHECKS=@O0LD_UNIQUE_CHECKS */:

F*14@1@1l SET CHARACTER_SET_CLIENT=@0LD_CHARACTER_SET_CLIENT */;
FrTr1ae1@l SET CHARACTER_SET_RESULTS=@0LD _CHARACTER_SET_RESULTS il -
ST 1@L SET COLLATION_COMNECTION=@0LD_ COLLATION_COMNNECTION */
F*14@2111 SET SQL_MNOTES=@0OLD_SQL_MNOTES */;

- - Dump completed on 2B24-12-19 21:37:47

(EMND )

L2, 'Banana’', 'meal’' .28 .0a)

t Mk ditCetse j 6S O toj OdzdL Oydd
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mailto:backupserver@192.168.1.20

tc! dzzy dzs Qo lssBOIsSdL qteso Ols! o fMmJ 1 Isd HJ2
Cslstster 2 BEHJjIs MtcOB OIs' 9 Olsi!j Is¢ @pPHE SN Isas wIsQ
Is! tojL jtoodetsjy €t tctso Odzd | réedz"Hdls sO¢

me@vbox: ~

iy |

9
Q

GNU nano 7.2 backup.sh
SOURCE_DIR="/vax/www/html"
DEST_DIR="backupserver@192.168.1.20:/vax/www/"
MYSQL_DATABASE="magazine"

ssh -p 22 backupserver@192.168.1.20 "mkdir -p /var/www/"

echo "The backup begins!"

Isync -avz -e 'ssh -p 22' "$SOURCE_DIR" "backupserver@192.168.1.20:/var/www/"
echo "The backup is completed!"

echo "The backup of mysql begins!"
mysqldump "$MYSQL_DATABASE" | ssh -p 22 "backupserver@192.168.1.20" "cat > /var/lib/mysql/magazine.sql”
echo "The backup of mysql is completed!™

echo "The backup is finished!"

t d Mk dichlo B RO dL OYydY t©jL jcodsets Cofdeso O

[ dzv et Yyl Jjeéts LOfEkMmisdls! dkydes o HJdtj C I
bash backup.sh

root@vbox: /etc/backup# bash backup.sh
The backup begins!
sending incremental file list

sent 178 bytes received 18 bytes 13@.67 bytes/sec
total size is 13,677 speedup is 69.78

The backup is completed!

The backup of mysql begins!

The backup of mysql is completed!

The backup is finished!

root@vbox: /etc/backup# I

ystse' (e jtedls! Csf oty bzt dif s#H @R I8k | $)S wde® ls 1 C
W02 &ZO € SO dzH 52

Activities (3 Terminal
Activities [ Terminal Dec 20 22:02

backupserver@vbox: ~

root@vbox:~# stat /var/lib/mysql/magazine.sql
File: /vax/lib/mysql/magazine.sql

Size: 2131 Blocks: 8 I0 Block: 4096 regular file
Toot@vbox:/etc/backup# bash backup.sh Device: 8,1 Inode: 534525 Links: 1

The backup begins! IAccess: (@644/-Tw-I--I--) Uid: ( leee/backupserver) Gid: ( leee/backupserver)
sending incremental file list |JAccess: 2024-12-19 21:39:51.@7584507Q +0300

Modify: 2024-12-20 22:02:04.460285308 +0300

sent 178 bytes received 18 bytes 392.0@ bytes/sec Change: 2024-12-20 22:02:04.460285308 +0300

total size is 13,677 speedup is 69.78 Birth: 2024-12-19 21:35:47.955856389 +0300

The backup is completed! rootevbox: ~#

The backup of mysql begins!

The backup of mysql is completed!
The backup is finished!
root@vbox: /etc/backup# ]
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https://docs.vultr.com/how-to-install-mysql-on-debian-12
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https://linuxcapable.com/how-to-install-apache-on-debian-linux/
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4. tiLdtodetsi € tsf dtetso O digLi https:BRodz=aicorany.cem/2920/84 14/ksikhronizirovat
dvaveb-serveraapaches-pomoshhyusync{ H Ols©®@ Bt Oh jdedw: 12.12.2024) .
5. 1 Ofls tc SURL:Bttps:/flosshpro/nastrojkaron( H Ols©® Bt O jdzdw: 12.12.2024) .
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HISTORY OF DEVELOPMENT OF TELECOMMUNICATION TECHNOLOGIES IN RUSSIA

Namsaraev Z.A., Anikina I.V.
St. Petersburg ST named afefl. KrenkelfacultyFSBEI HE
"SPbhSUT im. prof. M.A. BonciBruevich", St. Petersburg

Telecommunication technologies play a key role in modern society, providing communication and
information exchange on a global level. Their development in Russia is not oigtoey lof technical
progress, but also a reflection of social, economic and political changes that have taken place in the
country over the centuries. From the advent of the first means of communication to modern digital
technologies such as 5G and theinet of Things, Russia has come a long way, which is determined by
both internal factors and the influence of international trends.

Keywords:telecommunications, technologies, communications.
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